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Abstract

This report documents various stages of the TourNepal application creation process.1The
TourNepal application was developed to solve problems usually faced by tourists in
Nepal. The application will facilitate users with an authentic review system and live
updates via notifications, eliminating the problem of fake review farms. This
documentation involves a detailed description of all the steps involved in development,
from the planning phase to execution. The report mainly consists of four segments:
introduction, background, development, and testing. The application was developed
under Agile methodology and Scrum framework. All the stages in the report are also
presented accordingly. Additionally, several issues like legal, social, or ethical that could
be faced after the deployment of the application have also been discussed in the
documentation. The application provides safe and informed information; however, the
potential of the application is enormous, for which the future works also have been
discussed in the report.
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CS6PO05NI Project TourNepal

Chapter 1. Introduction

Nepal is a developing country and is highly dependent on tourism for its econmic growth
(Gautam, n.d.). However, the facilities provided to tourist are sometimes not as expected.
The nature and scenarios alone cannot satisfy the tourists travelling in places. The
expectations of tourists are sometimes not matched with actual destinations on reaching
there. This leaves a bad impression on some places, and affect the overall review of the

country.

The problem is not new; however, a solution to this problem has not been effectively
provided. The application is aimed to start by solving a problem at a time, which will
eventually help the tourist to know their destinations better. This will give a head start to
tourist before travelling.

TourNepal a mobile application is focused on enhancing the experience of the tourist during
their stay in Nepal. The application is aimed to deliver a proper experience during the visit
of the places, and restaurants listed on the application. This application has the potential for
a large scale of functionalities which will help tourist as a great assistant. The application
was made by taking the problem context which needs an improvement in Nepal.

Rhythm Paudel 1



CS6PO05NI Project

TourNepal

1.1. Current Scenario

Nepal is widely popular for its beautiful culture and various breathtaking natural scenarios

among tourists. The average number of tourists in Nepal has increased from 230,000 in
2020 to 600,000 in 2022. Nepal had approximately 1.2 million tourists in the last year 2024
which shows the increase of 13 percent than than of year 2023 (Nepal Republic Media

Limited, 2025). According to the World Travel and Tourism Council, the tourism sector of

Nepal single-handedly contributes to 6.2% of the total GDP of Nepal (CollegesNp, 2023).

1.2 A

1.0 4

Number of Tourists

0.4

0.2

1e6 Tourist Arrivals in Nepal (2020-2024)

0.8 1

0.6

1266006

Increase 2023-2024718.81%

Increase 2022- 3:68.33%

2020 2022 2023 2024
Year

Figure 1: Growth of tourists in Nepal.

(The graph does not reflect accurate data for 2021, 2023, and 2024.)

The more incoming tourists result in more turnover of money in various sectors, among

which restaurants and tourist attractions come at the top of the list. Some tourists might also

be in some kind of emergency without any help, which will leave them stranded in a foreign
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country. This shows the improper management of tourism sector in Nepal in current

scenario.
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1.2. Problem Statement

Tourism acts as a primary source of exchange in culture, as it is acknowledged by everyone
travelling in the destined country. The popularity of a country also determines its trade
relations with others, which directly is associated with how good the tourists think the country
is with visitors. Along with the increasing number of tourists, the scams and pricing (also
known as tourist pricing) will start to skyrocket which will leave the tourists in the dilemma of
Nepal being a price-worthy country.

Tourists in Nepal always have a hard time adapting to the environment. This problem is
taken as an opportunity by the locals where they try to scam a tourist by a tremendous
amount’. In the fiscal year 2018/19 tourist police of Nepal recorded a total of 1252 cases
filed by tourists related to fraud. (Dhungana, 2019). Many tourists also find navigating the
emergency services very confusing as the accessibility of the emergency contacts is not
always clear. (Karki, 2023).

Tourists also fall into the trap of non-authorized people, pretending to be part of the official
guide community, who end up asking for money double or thrice of original asks after the
completion of a short guide in famous destinations. Sometimes in a place where no entrance
fee or very minimal entrance fee is charged, scammers or so-called official guide members
tend to charge more amount due to a lack of awareness among the tourists. (Mosaic
Adventure, 2024).

Mostly before travelling to a place, tourists rely on the reviews of Google Maps. However,
reviews are easily bought, and the review section can be filled up with thousands of reviews
in a matter of seconds with the help of various bots. All these mentioned problems, could be

countered with a single solution of a proper and trusted reviews.

Due to the lack of a trusted platform for reviews, not just the tourists but also the business
owners have to face several problems. Some restaurants or attractions are focused on a
certain type of group only, which leaves the other type of group not suitable for it. Some
places are meant to attract tourists only, where local people might not have the best
experience, which results in a poor review of the place. The same review is being watched

by everyone, including tourists, which reduces the traffic of the place. Tourists also find it
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hard to navigate to emergency contacts, as Nepal holds a variety of numbers for various
purposes in case of an emergency. Emergency contacts’ addresses are meant to be used
in an emergency, and the hassle of finding the correct number during an emergency leaves

the tourists panicking more.
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1.3.

Project as a solution

This project has been designed to overcome such problems faced by tourists and focuses

on contributing to the tourism sector for its development. After the completion of the project,

tourists in Nepal will minimize the chance of getting scammed on famous destinations.

This application has primarily focused on making a solution for the tourist in many different

ways. The application takes the current problem faced by most tourist and has features a

tourist would love to have. The application not only focuses on current user but makes it

useful for new users too.

The following are the key features of the application:

A radius based search feature will be provided to user, where users can have their
choice more personalized and accesible.

Users can leave a review on the places they visited which will make other users in the
application to view the accurate review based on tourist experience.

Reviews are monitored by the admin, making sure the reviews are authentic and no
foul language are used.

Description of any popular places are generated by Al ensuring the information is
latest.

Admin can create user for mobile application user, if user faces some trouble creating
it via mobile application.

User can request for profile deletion, which needs to be approved by the admin.
Admin can make changes to the user information, if anything needs to be corrected.
Users can access the list of emergency contact numbers list from the application,
making it convenient for them to contact any national bodies without the need of

hassling through the internet to find numbers.
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e Users will also be notified through the app if any natural disaster occurs or events are
taking place which will be sent via admin panel.

e The application will also ask the user for their visa or passport to ensure no fake
reviews will be posted or permitted in the application. (The visa needs an approval from
the admin).

e Emergency contacts are updated if any changes are made through the admin panel,
along with sending notifications to a user for messages related to a certain user, like

document verified, or a bulk message to alert or notify all the users.
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1.4. Aims and objectives
1.4.1. Aims

This project aims to deliver a application for tourists traveling in Nepal that will enhance their
travel experience with authenticity and navigations along with minimizing risks in certain

aspects.

1.4.2. Objectives

e To develop a android application for tourist, that enhances the experience of the user
during their travel.

e To ensure the elimination for fake reviews reviews, by adding a verification during
posting of review by user.

e To help the tourist make an informed decision before travelling to places, with proper
authenticated review.

e To facilitate tourist with emergency bodies number without having to hussle in case of
emergency.

e To enable admin for monitoring users, during their stay in Nepal, and keep track of
tourists in case any incidents caused by the tourists.

e To notify the users with real-time updates for any occuring events, festivals, or any
disasters to keep them updated and ensure to help users make plans accordingly.

e To provide the user with proper feedback from actual tourist experience in the place
making the feedback reliable and relatable.

e To provide user with real-time place suggestions for restaurants or destinations
according to the preference of the user.

e To implement a documentation verification system for ensuring the trust and reliability

of the application.
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1.5. Structure of the report
1.5.1. Background

This portion of the document will discuss about the types of the end users and expected
target audience to use this application. Furthermore, the information on client will also be
discussed thoroughly. The discussion on the topic of this app ‘“TourNepal’ not being the only
the type of application in tourism sector will take place along with the comparision of similar

applications.
1.5.2. Development

In the development section, a detailed walkthrough on the development process will be
explained. It will outline the entire structure of the development process, along with the used
methodologies and considered methodologies. This section will cover step-by-step
breakdown of development phases according the the methodology used.

1.5.3. Testing and analysis

This section of the documentation will cover the reliability of the system, by performing
various types of test necessary. Several tests and their results will be documented and in
case of any failures, the correction measures will be discussed. Along with testing the
analysis of the system will be performed as well.

1.5.4. Conclusion

Overall development and progress of the project will be summarized in the conclusion. This
section will also reflect the learning, challenges faced, and objectives achieved throughout
the development of the project. Additionally, the issues that may be faced socially, ethically,
or legally will also be discussed in this portion. The advantages and limitations will also be
briefed followed by the possible issues that could be faced. Furthermore, the future work of
application will be discussed, where the potential of the application will be explained and

discovered.
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Chapter 2. Background
2.1. Targeted Users

The TourNepal application is developed to assist the tourists coming to Nepal for travelling
purposes. The application is targeted for any type of tourists, especially for the first-time
traveler because the application offers a variety of services, like emergency assistance, real-
time place suggestion, and genuine reviews in places. The application is strictly for tourists,
so any local users are not able to create an account, even if they create one, it will be
deleted. The age requirement for the users is that they have been at least 16 years old.
Among the tourists, only the tourists with a valid passport and visa are permitted to use the

application.
2.2. End User
2.2.1. Client Information
Client Name: Triple R Tours and Travel

Client Description: Tripe R, a travels and tour company, recently coming into
market for exposure and working on travel sector of Nepal has been chosen to be

the client of this application.

(Client requirements and details can be found in Appendix F)
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2.3. Understanding the solution

The application TourNepal is designed to be a solution for the major problem of the tourism
sector in Nepal. The application is meant to be used by tourists visiting Nepal, as the
application offers a variety of services that help them with their travel in Nepal. TourNepal
will provide a seamless experience for tourists that has a very user-friendly experience,

keeping all user actions within a few clicks away.

The development of the application is primilarily divided into two differenct segments,
frontend and backend.

1) Frontend Development: The user-interface for the mobile application is developed with
React-Native, a java-script based framework popular in development of cross-platform
application. Application developed in react-native ensures the single codebase can be
used for every platform supported.

For admin panel, React.js is used which is used to handle all the user related activities
of the application.

2) Backend Development: The server-side development is built using Node.js which is
run-time environment of javascript. Express.js framework is used for handling Api related

task (business logic).
2.3.1. Technologies

The application is integrated with third party services to ensure the smooth functionality of
the applications.

MongoDB is used for database of the application. It will hold all the necessary details of the
objects, or documents required for the application to work. MongoDB is noSQL database

which offers flexibility in data while storing.

Similarly, google maps API is used for fetching details of the places. For location based
searching , it helps in providing the data in according to preference of the user like

restaurants or destinations.
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For storing the documents, a third-party cloud is used known as cloudinary. The secured url
is saved in the mongoDB of user documents. Using cloudinary reduces the working load on
the mongoDB for saving user documents, making it an efficient solution.

Rhythm Paudel 12



CS6PO05NI Project TourNepal

2.4. Similar Projects

Many projects have been developed which were built to serve similar purpose. This section
will cover similar projects that were developed taking the same aim of this project along with
why this application fulfils the missing requirements and features that could make the tourist
travel more convenient. A comparison will be made between the similar projects and

TourNepal application as well.
24.1. Trip Advisor

Trip Advisor, a popular platform for tour guidance was launched to solve problems regarding
trip-planning. Trip Advisor also claims to be the world largest trip accommodating platform.
This application provides destinations based on location. The application is also used to plan
trip and choose restaurants for dining purpose. Trip Advisor provides a feature of booking a
table at restaurants if compatible too. Additionally, this application has more than a billion
reviews on various places aggregated (Tripadvisor LLC, 2023). This application has more
than 900 million registered users, expected to reach a billion users by the year 2025 (Condor
Limited, 2025).

Figure 2: Trip Advisor

(Tripadvisor LLC, 2025).
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2.4.2. Culture Trip

Culture Trip was founded in 2011 for solving similar purpose of travel problem. This
application lets you plan the trip, suggest places for shopping, wellness and other famous
destinations. Culture trip has members worldwide which provide the suggestion of the places
according to the local experts and members around the world. Culture trip is also famous
for simple design and limited features. Furthermore, this application lets the user to plan
their trip and save it.

Award-winning
recommendations from our
local experts

culture trip

i1
o

FILEE
¥ 4 AN
P EE
Rome

i
Things Yoo Cuture | Food & Drink
i

Bars & Cofes  Foodie Inspiration  Restauran s

34 anticies found Travel in 2024

The Future of Roman Food: Talking
Tradition and Indovation in LECHEHE’

Figure 3: Culture Trip

(Google Play, 2025)
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2.4.3. Visit Nepal Official Guide

This mobile application is developed by Ministry of Culture, Tourism and Civil Aviation, an
official government body of Nepal. This application was developed to promote the places of
Nepal. Through this application, an user can view major attractions or tourist destinations of
Nepal. This application also provides an interface to book flights international or domestic
by adding a hyperlink to the aviation website. For booking flights it is redirected to the
website in the browser. The application provides various destinations all over the world, but
these destinations are static and does not change according to the location of the user.

— Home

7wk,

Extsting Current Upcoming 100 Dést

shi ’”Maaul ¥ agma:l

Pradesh Pradesh Pradesh

. o
Badddhanath Bhota Koghl'
Khaptad Stupa Rafting

Figure 4: Visit Nepal Official Guide

(Google Play, 2024)
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2.5. Comparison of similar projects

The above discussed project more or less serves the same purpose. However, some
features were missing in those application that a user may frequently want to use.

For an example, TripAdvisor is a global travel guide, however it does not work in context of
Nepal the same way it does for other countries. The reviews section also might not be
accurate as business might post a fake review for the promotion. Likewise, the application,
culture trip does not provide the user real-time location-based suggestion. Same with Visit
Nepal Official Guide, the application only provides the user with static destinations without

a review.

For inspiration of the application the emergency contacts was taken from Visit Nepal Official
guide, and location based search was taken as inspiration from Culture Trip and Trip advisor.
However, for location based search, in TourNepal, the search are more personalized where
user can make a radius based search unlike in other place recommendation applications.
However, verification and alert notifications are not found in any other similar projects

making those a unique feature of the application.
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Feature Tripadvisor | CultureTrip | Visit Nepal Official | Proposed
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2.6. Comparison analysis

In contrast, though all the similar project aims to serve a similar project, most of the
applications are lacking the primary features, like verified reviews, or emergency assistance.
Similarly, culture trip and trip advisor are not specialized for Nepal, and Visit Nepal official
guide has many missing features like location-based recommendation. TourNepal offers
real-time notification services for events, or disaster and other combined features from

similar projects making it best suited application for Nepal’s context than other applications.
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Chapter 3. Development

3.1. Considered Methodologies

1) Waterfall methodology

TourNepal

In this methodology, the stages should be well planned as there will not be any kind

of iterations or working on current/previous after moving on to the next stage.

)] Kanban Methodology

Kanban methodology is used for maintenance tasks or on-going project where tasks

are smoother. Additionally, Kanban does not provide a time restriction constraint

which is highly required for this project.

1)) Spiral Methodology

Spiral Methodology is a combination of waterfall and prototyping. Though spiral

methodology requires constant feedback, a ready-to-present prototype needs to

prepare in each iterations making this methodology more complex for this project.

\ Improvement

B \ Iterative and

Requirements y

Fault~

Change .
Detection

/ e
/ U'l‘l\! \
I" -~ X l)
[ " ‘ [
| Flexibility of s D al l

: : g -h |
| Design & fl Increased |
\ Quality > Performance/

incremental ;
delivery __—

(Details on each methodology

Figure 5: Agile Methodology Diagram

(Kumar & Bhatia, 2012)

can be found in Appendix C)

Rhythm Paudel

19



CS6PO05NI Project TourNepal

3.2. Selected Methodology

During research, several methodologies were considered to be implemented. Various
methodologies like Waterfall, Spiral, or Kanban did not qualify with the nature of this project,
which is why the mentioned methodologies were rejected. Among various methodologies in
the industry, agile methodology was chosen for this project due to its flexibility. In agile,
different frameworks are available to work with; among them, Scrum will be chosen as it

seems to suit the best for this project. (Phases of methodology can be found in Appendix B).

The Scrum Framework

Product

Daily Scrum Master
Backlog

Scrum Qﬂ

g

&

Development Team

T

odict |
P(;-wner’ — - . .

— 18 Sprint
I m— Ihcrement
[ -4 Weeks Retro I

o

crested by Jm Christie
www fmchiristie me

Figure 6: Scrum Methodology Framework

(Kouassi, 2024)

Scrum methodology is chosen as this will help to get a better understanding of features and
a proper breakdown of the tasks. Multiple meetings in the development phase with
supervisors will be held that will act as stakeholder meetings, which will then provide

constant feedback and evaluation that needs to be addressed. (Detailed disscussion on

scrum methodology can be found in Appendix A).

The risk will be manageable as the project will be divided into multiple parts for development
considering all the risks involved. Since Scrum also focuses on deliverables in each sprint,
it will help to make sure the functions or needs are met for that sprint. Some other major
reasons for selecting the scrum framework of agile methodologies for this project are listed
below:
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1. Iterative Development: Scrum provides a better chance of improving features
allowing adjustment in projects.

2. Prioritization: Scrum ensures one focuses on the primary task of the sprint with the
help of product backlog, making the project divided according to the prioritization of
the steps.

3. Time management: Since the time of each sprint needs to be decided, scrum helps
to ensure the tasks are completed within the timeframe, helping to maintain the

discipline for finishing the project.
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3.3. Survey results

The requirements for the application were thoroughly discussed with supervisors. Features
were added and broken down with proper research on a weekly basis, with meetings with
supervisors. Hence, no pre-survey was required. However, after the completion of the
application, a post-survey was conducted, by taking the employees of the client for using
the application.

3.3.1. Post-Survey result

Post-survey was conducted to eleven employees of the company Triple R Tours and Travel.
All the respondents were asked about the application’s usefulness, easiness, and potential

of TourNepal. (Insights of Post-survey results can be found in Appendix G)
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3.4. Requirement analysis

Requirement analysis is the process where the features, resources needed, and scopes are

determined for having a clear perspective on the development of the application for providing

the outcome as expected.

Below are the hardware and software requirements needed to build the project for smooth

execution. (Details on requirement analysis can be found in Appendix D)

Hardware Requirements:

o a0 K~ 0w N =

Desktop/Laptop

Android Phone/ Emulator

Processor: Intel core 15 91" Gen or more for Mac and Windows.
Proper Working Internet

8GB of RAM or more.

256GB of SSD or more.

These are recommended requirements to obtain best result, however higher the

specification results in faster execution during the development.

Software Requirements:

1.
2.
3.
4

Operating System: Windows OS or Mac OS

Text Editor/ IDE: Visual Studio Code

Postman: For API testing.

Git: Git is highly required for this project development for version controlling purposes
to prevent any major errors that might occur when developing.

Frontend Development: JavaScript, React-Native.

React-Native is used for the development of this project, as it helps in cross-platform
development, and is entirely based on JavaScript.

Backend Development: Express.js, Node.js

MongoDB: Since this project may require constant changes in features that might alter
the data structure, the NoSQL-based database MongoDB is chosen.

Rhythm Paudel 23



CS6PO5NI Project TourNepal

3.5. Design

One of the most important aspects of the development of an application is designing.
Designing maps out all the requirements of the system visually with the help of several
diagrams. The flow of the process and application is well-planned in the designing phase,
which makes it easier to develop an application with a proper breakdown of steps and
features.

3.5.1. Logo

Figure 7: TourNepal Logo
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3.5.2. System architecture design

System architecture defines a brief overview of the components on how they are inter-
related with each other (Amazon Web Services, Inc., 2025). In TourNepal there are four

main components that are interrelated to each-other.

External APIs are used for providing various cloud-based services like place fetching, image
storing, or sending notifications as per the request of admin or mobile users. All of the logic
is developed on the server side, where Node.js is used for handling business logic as well.
Making the application based on a single language stack, i.e., JavaScript, was used for the
development. Node.js is also known for its fast APl response, which made this choice easier.
With an active community and a rich ecosystem of Node.js integrated with various libraries
like Express.js, Node.js was chosen for TourNepal.

For storing user documents, Cloudinary was used, which is a cloud-based media storage
service. Additionally, using Cloudinary also decreases the workload on the server.

Likewise, the server communicates with the database (MongoDB) for altering or reading the
data according to the need. MongoDB, being a NoSQL database, offers data flexibility unlike
a relational database. The application database may need frequent changes in data
structure, leaving the database for an easier modification when needed. SQL usually does
not offer many features like array-based data storing, and if available, the complexities are
not reduced. Using NoSQL makes sure that if there are any changes in business logic, it
can be modified accordingly easily. MongoDB, providing an easier integration with Node js,
was used as a NoSQL database.

For any notification service, Firebase by Google was used. Firebase provides an easier

configuration, with real-time notification service and cross-platform service.
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Figure 8: System Architecture Design
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3.5.3. Ul Design
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) Notifications screen
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[l)  Emergency Contacts Ul
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3.5.4. Logical data model

Since MongoDB is NoSQL, an entity relationship diagram is not applicable due to its ever-
changing schema. The following logical model represents the possible schema and overall

structure of the database. (Logical data model explanation can be found in Appendix E)

TourNepal

© AdminUsers W

o text: String

o email: String

o firstname: String
o lastname: String
o date: Date

o username: String

o email: String

o password: String

o roles: { Admin: Number, SuperAdmin: Number, SubAdmin: Number }
o permissions: List<String>

o refreshToken: String

manages manages

© Users

o email: String

o firstname: String

o lastname: String

o dateOfBirth: Date

© EmergencyContacts o visaStamp: String
o passportCopy: String

o name: String manages | g password: String

o number: Number o verificationStatus: String
o dateOfEntry: Date

o nationality: String

o intendedDays: Number

o deletionRequest: Boolean

o notificationToken: String

o notificationList: { title: String, message: String, messagetype: String }

writes

\ @ Reviews ‘

o name: String
o location: { latitude: Number, longitude: Number }

o reviews: List<Review>
{ ]

Figure 12: Logical Data Model
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3.5.5. State diagram

State diagram is a diagram where the flow of response is explained from a single object of
various activities and state of the application (Osis & Donins, 2017).

The following diagram shows the major states in the application and the transition between
the states.

?
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Figure 13: State diagram
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3.5.6. Sequence diagram
Sequence diagram of the core functionalities of the application is provided below.

(Detailed description of sequence diagram can be found in Appendix H: 7.9.6)

I) Explore popular destinations

Explore Popular Destinations

Backend API Database | ——————————
(Node.js) (MongoDB) | | Google Maps AP!

O
f? Mobile App
Us er (React Platlve)

1 Navigates to Search section

| Selects “Destinations" option

Show radius selection slider

| Adjusts radius slider (default: 10km)

Get destinations (radius)

Y

Request nearby places

Return list of destinations within radius H

Merge destinations with ratings

Return destinations list with ratings

Display destinations in grid/list view

Show destinations with preview images

U?er Mobile App Backend API Database [ Google Maps API
:JE (React Native) (Node.js) (MongoDB)

Figure 14: Explore popular destinations (Sequence Diagram)

Rhythm Paudel 32



CS6PO5NI Project

[I) Emergency contacts
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Figure 15: Emergency contacts (Sequence Diagram)
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[I1) Account deletion request

Account Deletion Request

Mobile App | API Server Admin Panel
User 7(Reactrlrﬂat|ve) | ‘,(NOd,,e"s) | Database (R??m
:Account Deletion Request :

Navigate to Profile section

Select “Request Account Deletion"

Show confirmation dialog

Confirm deletion request

Send deletion request

Validate user session

Check user details

User record found

Update user status to "pending_deletion"

A

Notify admin panel about request

| Status updated

Show confirmation message

: Admin Review Pr

View all users

Fetch user list

>

Return all users (including those with “pending_deletion")

Show user list

alt /) [User has requested deletion]
Approve or Reject request
_alt  [Admin approves]
Permanently delete user data <l
User record removed
Notify user of deletion
R T T A R e
Set user status back to "active"
Remove deletion request flag
besn Mobile App API Server Database | agmin Panel |
(React Native) | (Node.js) | (React) ‘

Figure 16: Account deletion request (Sequence Diagram)
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V) Admin document approval

Admin Document Approval

Mobile App API Server ‘ Admin Panel
s (React Native) (Node js) Database (Repct
Document Submission & Approval Process ‘ﬁ

! User Submits Documents |

Upload Passport & Visa _

Send document data

Y

Validate document format

Store documents

>

Update verificationStatus to "pending”

Status updated

Show “"Documents submitted for review"

Display confirmation

:Ad min Review Pr

< View all users

Fetch user list

Y

Return user details
(including document status)

Display user details

| alt P [User has “pending” verification status]
__ Approve or Reject documents
<

L} [Admin approves]

Update verificationStatus to "verified"

[Admin rejects]

Keep verificationStatus as “pending"

User ~ Mobile App API Server Database Admin Panel
i (React Native) (Node.js) (React)

Figure 17: Admin document approval (Sequence Diagram)
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V) Posting a review

TourNepal

‘ Mabile Apg ‘
ReactNatie)|
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Description Page
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| oo |
Pa

i) Paned |
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Generate place description

Gangrated descriptian
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L Reviews dato
- 24nd comeletn place daa {dascription, reviens) |
Render detsils soeen
tePbwlay phace Information | ]
prm
llcvl-v Posting I
Yap "Add 3 Review® button Al
Check user vesification status
Validate user token
Get wsor verilication status
| Venficabon status
- Send werification status
[Talt__J [User i veried)
Display rewew form
Submit review text and rating o4
Subemi user review
Validate user tokan
SIS USar neview -
| Review saved successfuly
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¢ Silay "Venkcation reaured for revews”
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View Jl reviews
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e
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| and delete inappropriata content

Identify napproprote review

 wonile App
| {React Native) |

Remove review from database

Database [oo oo ﬂ‘ Cad

-3

mi Paned |
(React)

Figure 18: Reviews (Sequence diagram)
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3.5.7. Activity diagram

Activity diagram of the core functionalities of the application is provided below.

Other basic activity diagram can be found in the appendix H - 7.9.7).

[) Explore popular destinations

Rhythm Paudel

TourNepal

Explore Popular Destinations

b

g RY
| User navigates to Search section |
/

v

4 N
| User selects "Destinations" option |

v

| system displays radius slider \

}(4
|: User adjusts radius slider \

v

[ User taps "Search" button |

v

\ App retrieves current location (if permitted) |

v

\: App sends location and radius to server ]
5 /

ﬁ(bestinations found within radius? >"°—¢

| App displays list of destinations \ \ App displays "No destinations found" message \

v

| User browses destinations \I

[ User selects a destination to view details [

®

7

<User wants to adjust radius?>yis

Figure 19: Explore popular destinations (Activity Diagram)
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II) Emergency contacts

Emergency Contacts

?

e -

| User navigates to Emergency section |
\\ »/'
| System displays list of emergency contacts |

<User taps on emergency contact?

Ves

pr -

| System shows contact details and options '1

es User taps "Call" button? >

< .
| System redirects to phone app with number pre-dialed | | User views contact information |
‘\, /‘ \ -~ _"

~

b 4

| User can make

emergency call |
./‘

\

3 r(

Ve

| User returns to contact list |
%<

/\ User wants to stay in Emergency sedion?b

14
| User navigates away from Emergency section

®

~

]
-

Figu

Rhythm Paudel

re 20: Emergency contacts (Activity Diagram)
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[l1) Account deletion request

TourNepal

Account Deletion Request

b

|' User navigates to Profile section ]
A 4

v

[ ™

| User taps "Account Settings” |

', User taps "Request Account Deletion” |
/i
r \} ~
| System displays confirmation dialog |

v

¢—E<User confirms deletion request? »>12

-~

v

iz 2 i N\
| App sends deletion request to server | | User cancels deletion request |
/ W /

v

¥

.

e Y
| Server marks account for deletion review | ( User remains on Profile pagew
N J A 74

v i

| App displays "Request submitted" message [

. . _,

[ \
| Admin receives deletion request notification |

v

|ﬂ Admin reviews deletion reguest ‘[
4

v
yes

¢ Admin approves deletion? ne ¢

e

-

/ B Vs \
| Admin marks account for deletion | | Admin rejects deletion request |
J & S
s D e 2
| System permanently deletes user data after retention period | f System sends rejection notification |
N J/ b o

v

14 \
| User account remains active |
p S =

>

Sl |
<

Y

Figure 21: Account deletion request (Activity Diagram)
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IVV) Destination description

TourNepal

Destination Detail

____ 2

| User taps on a destination from list W
% /

/ v

14 ™\
| App requests destination details |
\ /
e ¢ ™
| Server uses Gemini Al to generate description .|

v

£ ™
| Server fetches reviews for destination |
v/. ¢ ‘-(‘v
| App displays destination details page |
‘\,7 ,/"

¢ Y& “ser wants to leave review? Sno—¢

s N e
| Usertaps "Add Review" button | \
S . Y

-
User browses destination information
a J

User documents verified? >12

/’ '\. /r' '\.
| User enters review and rating | | App displays "Verification required" message |
\ ) N )

£ ™\
| User submits review |
' \
| Review is saved to database |
\ i

v

./. >\.
| Updated reviews displayed |
J

]: User taps back button :I

—

|' User returns to destinations list ']
N

®

Figure 22: Destination description (Activity Diagram)
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V) Posting a review

TourNepal

Posting a Review

:

- 2
| User navigates to destination/restaurant details |
\. /

v

|‘ User taps "Add Review" button j\

S g

v

no

¢ YES yser documents verified?

v

| system displays review form |
\ /

|‘ System displays "Verification required" message '|
\ =,

Xe
.
.z ™
| User enters review text J
& S

P 7R

' B
| Userselects rating |
\

v ’

\/ N
| User taps "Submit" button |
)

v

f App sends review to server '[
\ >4

-

H{Review data valid?>n°—¢
N
- ~ A

( Server saves review in database ‘I I( App displays validation error message ‘l
\ / \ S

v

e N
| server associates review with destination |
L /
N

v "

e Y
|. App displays "Review posted successfully” message |

] v

|l Updated reviews list displayed \

T

7

<User wants to edit and resubmit?/\yE

I 3> N

Figure 23: Posting a review (Activity Diagram)
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3.6. Implementation

This section will cover the core development of the features in the application with code
snippets and screenshots of the development. The project followed the Scrum methodology
for development; hence, every step was separated into multiple sprints and was developed
thoroughly.

3.6.1. Sprint 1 (01/11/2024-14/11/2024)

In the first sprint, the project was planned thoroughly. Many brainstorming tasks were
performed with the client to understand the project. An interview was held with the client
collecting requirements for the project. Since there are many technology stacks, proper
research was performed on which to work. An A SRS document was prepared that has

requirements collected from an interview for understanding the application.
3.6.2. Sprint 2 (15/11/2024-28/11/2024)

With discussion with the client, the features required for the current scenario and context
were also finalized. React native being cross-platform compatible with hot reload
compatibility and Node.js offering a scalable for notifications like features was chosen.
Additionally, the project being in a single language stack made it more efficient, and easy to
understand the project.

3.6.3. Sprint 3 (29/11/2024-12/12/2024)

In the third sprint, the development of the project has been initiated. Since the application
requires Google Maps API, proper research was performed on Google Maps API that
included reading and understanding the official documentation of the Maps API.
Furthermore, a simple setup of Google Maps API was performed to test the working of the
API.
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v BACKEND

B api

M config

EE controllers

e db
middleware
model
node_modules
notes
routes

utilsTryFolder

.gitignore

package-lock.json

package.json

Server.js

Figure 24: Backend project Structure Setup
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EXPLORER

v TOURNEPAL
& __tests__
M .bundle
Bl .idea
M android
@ ios
M node_modules
src
i api
| assets
components
context
navigations
screen
- utils
env
.eslintrc.js

.gitignore

= .prettierrc.js

watchmanconfig

: app.json

5o App.jsx

= babel.config.js

% Gemfile
index.js

% jest.config.js
metro.config.js
package-lock.json
package.json
README.md
tsconfig.json

Figure 25: Frontend project Structure Setup
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Status:

Response

Figure 26: Google map Api testing
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3.6.4. Sprint 4 (13/12/2024-26/12/2024)

Fourth step was a major leap for diving deep into the development since it will handle the
entire operations and logic for the application. Before setting up the environments and
framework, documentation from the official site was read to ensure the proper configuration
of the dependencies. After setting up the dependencies, the task for registration and login
was initiated. Since all the required data cannot be provided like visa photos, a dummy URL
was used for testing purposes. Since the project will be using NoSQL, MongoDB is being
used for storing data of users, contacts, and places; a new cluster was set up for storing

data.

GORICK'S ORG - 2024-11-28 > PROJECT 0 > DATABASES

TourNepal

Collections

1 -

+ Create Dotabase test

Collection Name

Figure 27: MongoDB cluster creation
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app = exp

require(’
cors
MONGoONSE

process.en
connectDB = reguire|

'
D

"iTyUserverificarico
& rser = require('body
cookieParser = require(

app.usel 3 jsont)};
app.uselexpress.urlencoded({ extended:

app. [express.jsan()};
app.use(cookieParser()};
Figure 28: Basic backend configuration setup

BACKEND/controllers/loginController. js

becrypt. assword, userD8.

“lastnane®: userDd.la
¢ userD8.dat

p*iuserDd.v ]

refreshToken

Figure 29: Login controller code
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t berypt.hashipa

t User.create({

14

console. logire

2017 . §s0on{

Figure 30: Register controller code
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3.6.5. Sprint 5 (27/12/2024-09/01/2025)

This sprint was responsible for developing Api for restaurants and destinations to fetch user
places around them. Many Apis were tested for map integration but among them google Api
was chosen as it fulfilled the requirement comparatively. After research on google maps Api,
it was cleared that even Google Map Api came with certain limitations like not being able to
provide description of places. For destinations around selected location, nearby search API
by google was used. So to fetch information google gemini was used with very restriciting

prompt that made sure no incorrect information was fetched.

getNearbyDestinations = (location, radius, destinationType)

location. latitude location. longltudeiirs

5 APT_KEY

1Ixios.getidestinations);

.geonetry. location, lat;

o.geonetry, location. ing;

Figure 31: Google map Api development

Along with google maps api, setup for firebase was also performed in Node.js.

controllers > JS firebaseNotificationController.js > ...
const admin = fgquire(‘f;rehase
serviceAccount = require( viceAccountKey,json');
const User require('../model/User’

if ('admin.apps.length) {
admin. initializeApp(
credential: admin.credential.cert{serviceAccount)

Figure 32: Firebase setup
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3.6.6. Sprint 6 (10/01/2025-23/01/2025)

In this sprint, screens for the mobile application were developed. Several main screens like,
login, signup and listing of restaurants/destination was developed. In this sprint, the listing
of places was static however, the login and registration was integrated with backend.

7:.00 van

TourNepal

Sign in to your account

e Email
& Password P
Login

Don't have an account? Sign Up

Figure 33: Log in screen
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Rhythm Paudel

TourNepal

Create your account

=% asdf

Invald Emall Format

:j Date af Birth; Thu Apr 03 2025

Usger Must be ot least 16 years old

Already have an account? Sign In

Figure 34: Sign up screen
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> T
& TourNepal

Type to search Q

T
R

5K.M.

View More

View More

View More

View More

View More

O
o

Home I Emergency Profile

Figure 35: Destination listing static
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3.6.7. Sprint 7 (24/01/2025-06/02/2025)

In

this sprint, the previously developed Api will be integrated, with frontend

destination/restaurants listing. Since google map nearby search Api does not provide image

of the place, google map place photos was used for retrieving photo, where the URL was

sent that was retrieved from the response object of the place.

{ returnDescription } = require('../ap
. {getNearbyDestinations} ir
. Reviews = require('../

. getNearbyPlaces = async (req,res)-={
ude, radius,destinationType} = req.query
radius

console. log

if{!latitude ||!longitude|| !radius) return res.status{46@).json({ message: "lLocation and Latitude are required." });

if{!destinationType} return res.status(408}.json{{message: " Des ation type is required for location fetching.'

L destinations = await getNearbyDestinations(latitude,longitude,decodedRadius,destinationType)

res.status(280).jsonl{"ref":destinations})

Figure 36: Google map Api integration (Backend)

t getNearoyDestinaticns = o |latitude, longituce, radivs, cestinationTyoe) == {

tidestinationTypets&is

f (isNaN(rad)

destinations = WLIpS:/fraps

Figure 37: Google map API integration (Backend 02)
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useEffect|

getPlaces =
setIsLoadingiTrue);
places = await nearbyPlaces(radius = 1000, «
setIsLoading( [

setAllPlaces(place
setFilteredPlaces|

getPlaces();
} else

Al

mn to get ne

.sendIntent({ 'and ptting \T LM _SETTINGS')

current

Figure 38: Google map Api integration frontend
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Rhythm Paudel

1:56 4N
WSE’ TourNepal
lype to search Q
e
-_— 5 K.M.

‘= Fibbar MaGees
o (4305

Sumo Japanese Restaurant

f.2/5)

p ﬁ Falafel Flare Sunnyvale

{4.3/5)

[ -

Mountain Mike's Pizza
{3.9/5)

T —

~ Everest Cuisine-Mountain View
(4.5/5)

“Figure 39: Destination search (Google maps Api)
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3.6.8. Sprint 8 (07/02/2025-20/02/2025)

In this sprint, the feedback feature is implemented, which is one of the unique features of
the application. Any user can view various destinations; however, only the user with a
verified user status is allowed to leave a comment. This does not limit any user from viewing

the reviews, whether verified or not.

When checking the user status, several security checks are performed. When a user tries
to post a comment, the comment box is disabled if the user is not verified. After a user posts
a comment, further token verification and user verification are performed in the backend,

ensuring secure and genuine feedback

‘i’ﬁ TourNepal A

(4.6/5)

f Lalitpur a:

of Newari arc

include numerous temp
Mandir

howcasing traditional artistry

SAARC NATIONAL FEE
FOREIGNER FEE: NPR 1000

Reviews

) mmbna ;o

Figure 40: Verified user posting a review
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Rhythm Paudel

% TourNepal A

! .--i

Patan Darbar Square
(4.6/5)

Patan Darbar Square is situated in the center of
Lalitpur city, Nepal. It is a UNCSCO World Heritage
Site, historically serving as the royal palace comglex
for the Malla Kings of Lalitpur, renowned for its
dense concentration of Newan architecture. Key
teatures include numerous temples, palaces
{Keshav Narayan Chowk, Mul Chowk, Sundari
Chowk), courtyards, and intricate carvings.

Pricing Details {SAARC Nations): NPR 250
Pricing Details {Foreigners): NPR 1000

Reviews

Document needs tn he approved before p m

Rhythm Paudel
\Waw such a great place

e w—- Ermsyunoy Profie

Figure 41: Unverified user posting a review
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3.6.9. Sprint 9 (21/02/2025-06//03/2025)

In this sprint, all the major tasks related to the admin panel development were performed. It
includes CRUD operations of emergency contacts and users. From the admin panel, the
admin is also able to filter through all the reviews, and if they are inappropriate or
unauthentic, the admin can delete the review for authenticity.

Admin is also able to verify user document and approve or deny delete the request of the
user if any and suitable. Furthermore, from admin panel admin is also able to send a
notification to a specific or all the users. However, notification sending feature was not
implemented in this sprint as it involved complex documentation understanding and logic

building process.

First Name Last Name

Rhythm Paude!

Emall Date of Birth

rhythm@gmail.com 05404 2025
2, Emergency Contacts
Nationality Date of Entry

%7 Reviews CA 5/04/2025

© Admins danted Days of Stays

30

0 Netifications

& Logout

Visa Copy Passport Copy

Document Ststus:  Verified 5

Figure 42: User edit/verification via admin panel
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Home

Users

&, Emergency Contacts

© Admins

2 Notifications

5 Logout

Full Name

TourNepal

Actions

ajane@example.comsdf Zavean's Rivyihen Pauged rhythm@gmail com
Hedlo world Dinah's Peolside Restaurant Rivythen Psuded rhythmEgmail com
ik something new Local Kitchens Rhythm Pauded rhythm@gmail.com
Arko ma new try Fibbar MaGees Rhythrm Paude! rhythmd@gmail.com

Yo ta Maxican ho Maxican Restaurant Supris Banset

supns@Pgmall.com

Figure 43: Review filtering admin panel

3.6.10. Sprint 10 (07/03/2025-20/03/2025)

In this sprint, the notification system was properly developed. For testing purposes,

notifications were being sent from the Firebase console, which is the default way of sending

notifications via Firebase. Using an endpoint, a working backend was prepared. After the

development of the notification system in the backend, it was integrated with the frontend

side.

The token for each user was assigned at the time of login. Every time a user logged in; their

notification token was updated with the recent mobile device token. This made sure only one

device was receiving notifications for an account which was last logged in.
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Users
Emergency Cantacts
Reviews

J  Admins

Notdfications

Logout

TourNepal

Send Notifications

Tast Title

Hedlo thes is a test notification

® Aert  # Information

® Sandto All Users & Send to Specific User

gmsl com

Send Notification

Rhythm Paudel

Figure 44: Notification implementation

V40700

¥ Internat > 3 Suetooth >

D Do Mot Disturls

O TouNuod « now W ~

Test Title

Hello th¥s =

test notification

Manage Clear all

! =

Figure 45: Notification mobile with test message
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3.6.11. Sprint 11 (21/03/2024-03/04/2025)

This sprint is the final sprint for the development of the application/project. Finally,
emergency contact features (previously holding static values) were implemented with
updated and new emergency contacts directly from the database. The emergency numbers
are editable from the admin panel and are updated in the mobile application as well. The

user from the mobile application will be redirected when clicked on any phone number.

i
?& TourNepal A
Emergency Contact List
Type to search Q
Police .
Ambulance .
TourNepalService G
wich

Figure 46: Emergency contact list mobile Ul
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Chapter 4. Testing and Analysis

This chapter holds an importance, as several types of testing will be performed, which will
evaluate the reliability, accuracy and security of the application. The objective of this chapter
is to verify the proper working of the application with proper error handling in case of system
failure. Tests performed in this chapter highlights the strengths and limitations of the

application.
41. Test plan

4.1.1. Unit testing test plan
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Test cases Objectives

UT-01 To test if server runs properly on specified
port.

UT-02 To test if server is being connected to
database.

uUT-03 To test login functionality for different

inputs and outcomes.

UT-04 To handle response in CRUD operations
and notifications for users.

UT-05 To test register functionality for different

inputs and outcomes.

UT-06 To handle response in CRUD operations
for emergency contacts

uT-07 To test if location is being retrieved of user.

UT-08 To test if notification access is requested

when already not granted.

UT-09 To test if tokens are stored in android
storage

UT-10 To test if Gemini api is working and provide
a description of place in proper format.

uT-11 To test if Gemini responds properly when
invalid name is provided to it for
description.

UT-12 To check if the password are being

properly hashed and matched.

Table 2: Unit test plan
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4.1.2. APIl/ Integration test plans

Test cases

AIT-01

AIT-02

AIT-03

AIT-04

AIT-05

AIT-06

AIT-07

AIT-08

AIT-09

AIT-10

AIT-11

Rhythm Paudel

TourNepal

Objectives

To test if the server respond with proper
message when no body is provided for
login.

To test if access token and encrypted
token are sent after successful login.

To test if the server respond with proper
message when improper body is provided
during registration process.

To test if server handles false values
during registration process.

To test if registration process is successful
with all the fields in proper format.

To test if the user is able to get a new
access token with existing refresh token.
To test if the server responds with proper
status code if new access token is
requested with expired token.

To test if the server responds with proper
status code if access token is requested
without refresh token.

To test if user/admin can retreive
emergency contacts.

To test if google maps API is working as
expected.

To test if server responds with proper error
code if no location is sent while requesting
destinations.
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AIT-12 To test if server responds properly if no
destination type is provided (restaurants or
tourist attraction).

AlIT-13 To test if places are retreived with valid
location and radius.

AIT-14 To test if any searched place is retreived if
string is passed in radius field.

AIT-15 To test if base64 image from google place
photos is working.

AIT-16 To test if description request is working for
valid place name.

AIT-17 To test if server responds properly when
no place name for description is provided.

AIT-18 To test if existing reviews for a location is
fetched upon request.

AIT-19 To test if proper response is sent when no
reviews are found.

AIT-20 To test if server response properly when
no latitude and longitude are provided for
reviews.

AIT-21 To test if notifications for a valid token is
sent to mobile phone.

AlIT-22 To test if notifications for multiple devices
is sent mobile phones.

AlIT-23 To test if server responds properly when
body is passed without all the fields for
notifications.

AIT-24 To test if user details is retreived by user

email or not.
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AIT-25

AIT-26

AIT-27

AlIT-28

AlIT-29

AIT-30

AIT-31

AlIT-32

AIT-33

AlT-34

AIT-35

AIT-36

AIT-37

AIT-38

AIT-39

Rhythm Paudel

TourNepal

To test if user detail is retreived by user
email, without/expired access token.

To test if user deletion request is updated.
To test if user deletion request is rejected
when no access token is provided for
verification.

To test if user notification token is updated.
To test if user notifications history is
fetched.

To test if notification for improper/invalid
tokens is handled properly.

To test if admin is able to login with valid
credentials.

To test if admin is able to request new
access token with exisiting refresh token.
To test if admin is able to request new
access token with TourNepal app user’s
refresh token.

To test if admin is able to edit non-existing
emergency contact number.

To test if admin is able to edit emergency
contact without edit values.

To test if admin is able to edit contact with
proper values.

To test if admin is able to delete contact
with proper values

To test if admin is able to add a new
contact with proper values.

To test if admin is able to get all users

without valid access token.
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AIT-40
AlT-41
AlT-42
AIT-43
AlT-44
AIT-45

AIT-46

AIT-47

AlT-48

AIT-49

AIT-50

AIT-51

Rhythm Paudel

TourNepal

To test if admin is able to retreive all users
with valid access token.

To test if admin is able to add a new user
with valid access token

To test if admin is able to edit a user detail
with valid access token.

To test if admin is able to delete a user.
To test if admin is able to get all reviews.
To test if admin is able to delete a review.
To test if user is able to logout successfully
from the application.

To test if user is able to comment after the
user is user status is verified from
unverified.

To test if admin login is persistent after
logging in.

To test if a proper message is shown when
backend is not started.

To test if user is able to post a comment
via API.

To test if user is able to edit a comment via
API.

Table 3: API/ Integration test plan
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4.1.3. System test plans

Test cases
SYS-01

SYS-02

SYS-03

SYS-04

SYS-05

SYS-06

SYS-07

SYS-08

SYS-09
SYS-10

SYS-11

SYS-12

SYS-13

Rhythm Paudel

TourNepal

Objectives

To test if user can provide invalid format for
email during registration.

To test if user can continue without leaving
any fields blank.

To test if user can register with non-
matching password.

To test if user is able to register succesfully
with all credentials.

To test if user can register with an existing
email.

To test if user can bypass document
upload procedure.

To test if registered user is able to login
with correct credentials.

To test if registered user can login with
wrong password.

To test if unregistered user can login.

To test if user is able to login with empty
fields.

To test if user stays logged after re-
opening the application.

To test if user is able to view restaurants
(default destination type) within 5 KM
(default radius).

To test if user is able to get newer

restaurants when changing radius slider.
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SYS-14

SYS-15

SYS-16

SYS-17

SYS-18

SYS-19

SYS-20

SYS-21

SYS-22

SYS-23

SYS-24

SYS-25

SYS-26

SYS-27

Rhythm Paudel

TourNepal

To test if user is able to view destinations
when changing destination type.

To test if user is able to view new
destinations after changing radius.

To test if user is able to search any places
acr~-i~~ #*hout location and radius
stricuun.

To test if user is able to search through
filtered location from radius and
destination type.

To test if user can navigate via google map
of selected location.

To test if user can view description of
selected restaurants.

To test if user can view description less
popular for restaurants.

To test if user can view description for
destinations.

To test if user can re-upload documents
after verification rejected.

To test if verified user can leave a review
in any place.

To test if unverified user can leave a review
in any place.

To test if admin is able to login with valid
credentials.

To test if admin can add a new user for
mobile application.

To test if admin can verify/reject user
document status.
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SYS-28 To test if admin can send notification to
specific/ all users.

Table 4: System test plans
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4.2. Unit testing

4.2.1. Server start testing (UT-01)

Objective To test if the server starts properly
Action 1) Opened terminal
2) Entered “npm run dev”

Expected result Server should start properly in provided
port number.

Actual result Server did not start properly.

Conclusion Test was not successful.

Table 5: Server starting test (Unsuccessful)

rhythmgRhythms-MacBook—Pro BACKEND % npm run dev

> backend@l.8.9 dev
> nodenan server

[nademon] 3

[noden c
[noden extensio ,mis,cjs,json

file: ///Users/rhythm/Dawnlo; OLLEGE_FILES/FYP/FYP_PROJECT_FILES/FIRST_DRAFT/BACKEND/controllers/loginController.js:3
const jwt = require{"jsonwe b

ReferenceError: require is not defined
at file: 1 i 3/ F - -ND/controllers/loginContraller.js:3:13

Node. js v23.10.8

r

Figure 47: Server not started

Reason: Since ES6 import was used througout the server, commonjs import caused a
proper for server to start.
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import bcrypt from "bcrypt"
nst jwt = require("jsonwebtoken");
{encryptRefreshToken} = require('../api/refreshTokenEncryption')
User = require('../model/User"');

nst handlelLogin = async (req, res) => {
( { email, password } = req.body;
if (!email || !password)
return res
.status(400)

.json({ message: "Username and password are required." });

Figure 48: Import error

Correction Measure: CommondJS import was changed to ES6 import.

becrypt = require("bcrypt");
Jwt = requlre(”jsonwebtoken™);

st {encryptRefreshToken} = require('../api/refreshTokenEncryption')
User = require('../model/User"');

handleLogin = async (req, res)
const { email, password } = req.body;
if (lemail || !password)
return res
.status(400)

.json({ message: "Username and password are required." });

Figure 49: Corrected import
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Objective
Action

Expected result

Actual result

Conclusion

TourNepal

To test if the server starts properly

1) Opened terminal

2) Entered “npm run dev”
Server should start properly in provided
port number.
Server did start start properly in provided
port number.

Test was successful.

Table 6: Server start test (successful)

4.2.2. MongoDB connection test (UT-02)

Objective

Action

Expected result

Actual result

Conclusion

To check
connected to the backend server

if database is being
1) Install mongoose package using
npm
2) Specify database URI provided by
MongoDB.
3) Run backend server
Mongodb database should be connected
on the provided database URI.
Mongodb database was be connected on
the provided database URI.

Test was successful.

Table 7: MongoDB connection test.

Rhythm Paudel
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config

mor

connectDB = asyn

(9 |

14

M

JS server.js >
1
?

app.listen

[nodemon] 3.1.7
[nodemon]

[nodemon]

{node:6711)
the next major

0DB

removed _in _the next
Connected to MongoDB
rannng on pot

Rhythm Paudel

JS dbCon

dule.exports

to restart at any time, enter
watching path(
[nodemon] watching extens

[MONGODE DRIVER] Warn
ve
—wamings ..."

TourNepal

NKNov
require('n

190

()

t mongoose.connect(process.env.DATABASE URI, {

useUnifiedTopology: true,
useNewUrlParser:

5 Lerr)
console.errorierr);

connect

Figure 50: MongoDB connection test.

mongoose. connection. o
cansole. log

'Connect

PORT, er running on port §

TERMINAL PORTS

ND % npm run dev

rs’

js,mjs,cjs,json
elewUr1Parser is a deprecated option: eewlr1Parser ha

510N

ow where the warning was created)
useUnifiedTopology is a deprecated option:

DRIVER] Warning useUnifiedTopol

mainr varsion

Figure 51: MongoDB connection test 2
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4.2.3. Login unit testing (UT-03)

Objective To check if login logic is handled
properly for every possible way

Action Run login.testjs file with test cases
defined.

Expected result Should return with related code for

different inputs.

Actual result Returned with related code for different
inputs.
Conclusion Test was successful.

Table 8: Login unit testing

describe( 'Login Function', ()
b IH

test
13

test{'should return 481 i

| 415

*should return 483 i

1

*should return access and refresh tokens on

LEMS OUTPUT DEBUG CONSOLE TERMINAL PORTS

rhythm@Rhythms—4acBook-Pro BACKEND % npx jest testing_folder/login/login.test.js
login.test.js

Login Function

Test Suites: 1 passed, 1 total
Tests: 4 passed, 4 total
Snapshots: @ total
Time: 0#.396 s, estimated 1 s
/testing_folder\/login\/login. test.js/i
rhythm@Rhythms-MacBook-FPro BACKEND % |

Figure 52: Login unit testing
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4.2.4. User operations testing (UT-04)

TourNepal

Objective

Action
Expected result

Actual result

Conclusion

To check if user related CRUD
operations for possible inputs

Run user.test.js file with test cases defined
All the test should be passed with
expected and toBe value matching.

All the test was passed with expected and
toBe value matching.

Test was successful.

Table 9: User operations testing

Figure 53: Test cases of user actions

Rhythm Paudel
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rhythm@Rhythms-MacBook-Pro BACKEND % npx jest testing_folder/user-testing/user.test.js
user.test.js

User Controller
addUser

editUser

deleteUser

getAllUsers
getUserById
getNotificationTokens

Test Suites: 1 passed, 1 total

Tests: 13 passed, 13 total

Snapshots: @ total

Time: 0.386 s, estimated 1 s
/testing_folder\/user-testing\/user.test.js/i

Figure 54: Unit test results for user actions
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4.2.5. Registration unit testing (UT-05)

TourNepal

Objective

Action

Expected result

Actual result

Conclusion

To check if register logic is handled
properly for every possible way

Run register.test.js file with test cases
defined.
Should

different inputs.

return with related code for
Retumed with related code for different
inputs.

Test was successful.

Table 10: Registration unit testing

‘-(\5 reqist

testing_folder
describe('h

test( 'should return
'should return

n 201 and

'should return

PROBLEMS OuUTPUI DEBUG CONSO

TERMINAL

)

create new user if all

409 if email already exists',

data is valid'
gata 1s valiqd ,

508 if an error occurs', asyn

RTS

rhythm@Rhythms-MacBook-Pra BACKEND % npx jest testing_folder/register/register.test.js

handleRegister

Test Suites: 1 passed, 1 total
Tests: 4 passed, 4 total
Snapshots: @ total

Time: 0.219 s, estimated 1 s

register.test.js

/testing_folder\/register\/register.test.js/i

rMmytnmasnytnms=rMacbdor=rFra BALACND % i

Figure 55: Register unit testing

Rhythm Paudel
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4.2.6. Emergency contact operations unit testing (UT-06)

Objective To check if emergency contact related
CRUD operations for possible inputs

Action Run emergency-contacts.test.js file with
test cases defined

Expected result All the test should be passed with
expected and toBe value matching.

Actual result All the test was passed with expected and
toBe value matching.

Conclusion Test was successful.

Table 11: Emergency contact operation unit testing

describe( *Emergency Contacts

test{'should add a new cor

return errar 1

return erre contact not found for update',

‘should return errg contact not found for del

PROELEMS CUT=UT DEBUG CONSOLE TERMINAL

rhythir@Rhyt hins-MacBook-Pro BACKEND % npx jest testing_folder/energency—contacts/energency—contacts. test. is
emergency-contacts.test. js

Contacts Controller

Emergenc

Test Suites: 1 passed, 1 total
Tests: d, 6 total
Snapshots:
Time: 7 5, estimated 1 s
/resting_folder\/emergency-contacts\/emergency—-contacts. test. js/i
rhythiré@Rhyt hms—MacBook-Pro BACKEND %

Figure 56: Emergency contacts unit testing
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4.2.7. Location retrieval testing (UT-07)

Objective

Action

Conclusion

To check if the location of the user is
being retreived from the mobile phone
1) Request using Android location
permission for android phone.
2) Install  “react-native-get-location”
package using npm
3) Use react-native-get-location
method “GetLocation” to get current
location to.
4) Run it when the application is
opened.
5) Log it to the console.
6) Run the application.

7) Enable permission if not granted.

Expected result User exact location should be displayed

on the console.

Actual result User exact location was displayed on the

console.

Test was successful.

Table 12: User location retrieval testing

const getLocationAccess = async () => {
const granted = await PermissionsAndroid.request
PermissionsAndroid.PERMISSIONS.ACCESS_FINE_LOCATION,
.catch(err => {

console.log(err);
});
return granted === PermissionsAndroid.RESULTS.GRANTED;

Iy

Figure 57: Requesting user location
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PROBLEMS OUTPUT DEBUG CONSOLE TERMINAL PORTS

rhythm@Rhythms-MacBook-Pro TourNepal % npm install react-native-get-location]j

Figure 58: Installing react-native-get-location package

const gettingCurrentLocation = async ()
await Get tion.getCurrentPosition({
enahleH Accuracy: true,
timeout: 60000,
}
.then{location == {
setCurrentLocation({"location":{latitude: location.latitude, longitude: location.longitude}));

b
.catchlerror = {

{code, mess
console.warn(c
HH

Hep me

user current

Figure 60: User current location
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4.2.8. Request for notification access testing (UT-08)

Objective To check if the notification permission
is requested upon login if not already
granted

Action 1) Request Android push notification

permission for android phone after
login.

2) Log it to the console after user logs
in.

3) Run the application and login.

Expected result User should be prompted with notification
access request.

Actual result User was prompted with notification
access request.

Conclusion Test was successful.

Table 13: Request for notification access testing

export const androidNotificationToken = as)
L token;
requestlUserPermission = async |

try

t gr wa = Android.request{PermissionsAndroid.PERMISSIONS.POST_NOTIFICATIONS);

if {gran 2 RE RANTED) {
consale. log{"Not ation pe ssion granted");

} else {
consale.log("Notification permission denied"};

H

Figure 61: Android permission for post notification

serData = await loginUser(email, password
if(userData && userData?.data.accessToken

await storeTokens(userData.data.accessToken,userData.data.encryptedToken)
details = await getUserDetail();
setCurrUser(details.data);

notificationToken = await androidNotificationToken();

Figure 62: Requesting notification access after login
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Rhythm Paudel

TourNepal

TourNepal

& rthythen@2gmallcom

Login

Figure 63: Logging in (notification test)

I‘\
Allow TourNepal to send you
notifications?

ELE

Figure 64: Notification request prompt
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4.2.9. Token storage in mobile device testing (UT-09)

Objective To check if the tokens are being saved
in android device
Action 1) Install react-native-keychain
package
2) Save tokens securely to the mobile
device after login.
3) Retrieve and log the tokens after
opening the application.
4) Login with valid credentials.
5) Close the application and reopen
the application.
6) Check the console

Expected result Tokens should be logged to the console.
Actual result Tokens was logged to the console.
Conclusion Test was successful.

Table 14: Token storage in mobile device testing

rhythm@Rhythms-MacBook-Pro TourNepal % npm install react-native-key-chain]j

Figure 65: Installing react-native-keychain
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as Keychain from 'react-native-keychain';
storeTokens = y (accessToken, encryptedToken)

authTokens = {accessToken, encryptedToken};
await Keychain.setGenericPassword('auth', JSON.stringify(authTokens), {
service: 'TourNepalTokens'
};

catch (e)

'

console.error('Error storing tokens:

Y|

getToken = ()

authTokens = & t Keychain.getGenericPassword({
service: 'TourNepalTokens',
};
f (authTokens

return JSON.parse(authTokens.password);

return "1st";
catch (e)
console.error('Error retreiving to

return "2nd";

Figure 66: Storing/retrieving tokens code snippet

userData = it loginUser(email,password
if(userData && userData?.data.accessToken

t storeTokens(userData.data.accessToken,us
details = 1t getUserDetail()
setCurrUser(details.data);

nst checkToken
setIsLoading(t
try{

const tokens = await getToken();

if (tokens && tokens.encryptedToken && tokens.accessToken
console. log(tokens)

Figure 68: Application initialization check for tokens
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=4

TourNepal

& rhythen@gmailcom

Figure 69: Logging in (token storage test)

¢2WyR(
Iwiony

Figure 70: Displaying token in console
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4.2.10. Gemini place description generation testing (UT-10)

Objective To test is gemini is able to generate a
description of place

Action Run geminiDescription.test.js file with a
valid place name passed.

Expected result Test should be passed with a description
printed on the console.

Actual result Test was passed with a description printed
on the console.

Conclusion Test was successful.

Table 15: Gemini place description generation testing

gesiniDescription. test.js (2299 8/

Test Sultes:
Tests:

Figure 71: Gemini description test
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4.2.11. Gemini invalid place description generation testing (UT-11)

Objective To test is gemini is able to generate a
proper output for non-exisiting place

Action Run geminiDescription.test.js file with a
invalid place name passed.

Expected result Test should be passed with a proper
output printed on the console.

Actual result Test was passed with a proper output
printed on the console.

Conclusion Test was successful.

Table 16: Gemini invalid place description generation testing

t returnDescription
SUTTT . YoBeDeTIneat

sult).toBeTruthy!);

t).toBe H
hl.toBeGreaterThan(9);

rhythngRhythns-MacBook-Pro BACKEND % npx jest testing_folder/gemini-test/gemniniDescription.test.js

Detailed informatio

Test Suites: 1 passed,
Tests: T3
Snapshots:

Tine:

Figure 72: Gemini invalid place description test
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4.2.12. Password hashing testing (UT-12)

Objective To check if the password are being
properly hashed and matched
Action 1) Install berypt package
2) Run encryption.test.js file with a
word passed in function to check.
Expected result Password should be hashed and hashed
password and initial word should match
Actual result Password was be hashed and hashed
password and initial word was matched.

Conclusion Test was successful.

Table 17: Password hashing testing

rhythm@Rhythms-MacBook-Pro BACKEND % npm install bcrypt]j

Figure 73: Berypt installation

t checkPass
t).toBeDefined(|;

Password matching

Hashed password

encryption.test.js

Test Suites: passed, 1 tota
Tasts: 2
Smapshots: [}
Time: 9.

iy thrdRivy thes-Mac

Figure 74: Password comparison unit test
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4.3. APl/Integration testing

Thunderclient/Postman was used for API testing. Thunderclient extension was used in VS
Code for easy access.

4.3.1. Authentication testing
For authentication backend server should be running.

1) Empty body login testing (AIT-01)

Objective To test if the server respond with
proper message when no body is
provided for login.

Action 1) Change method to POST method.

2) On body section no json was be
passed.
3) For URL http://localhost:3500/login

was put.
4) Request was sent.
Expected result Server should respond with proper error
code and message.
Actual result Server responded with proper error code
and message.

Conclusion Test was successful.

Table 18: Empty body login test
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2) Successful login testing (AIT-02)

Objective To test if access token and encrypted
token are sent after successful login.
Action 1) Method was changed to POST
method.
On body valid credentials was passed.

{
"email": "rhythm@gmail.com",
"password":"rhythm@gmail.com"
}
2) For URL http://localhost:3500/login

was put.
3) Request was sent.

Expected result Server should respond with access token
and encrypted refresh token with 200
status code.

Actual result Server responded with access token and
encrypted refresh token with 200 status
code.

Conclusion Test was successful.

Table 19: Successful login testing

Figure 75: Valid credentials login test
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3) AIT-03 Incomplete body during registration
Objective To test if the server respond with
proper message when improper body
is provided during registration
process.
Action 1) Method was changed to POST
method.
2) On body email and password was
skipped. {
"firsthname":"rhythm",
"lastname":"paudel”,
"dateOfBirth": "2004-09-24",
"visaStamp": "xys",
"passportCopy":"passportCopy",
"dateOfEntry":"2004-09-24",
"nationality":"NP",
"intendedDays":3"
}
3) For URL
http://localhost:3500/register was

put.
4) Request was sent.

Expected result Server should respond with access token
and encrypted refresh token with 200
status code.

Actual result Server responded with access token and
encrypted refresh token with 200 status
code.

Conclusion Test was successful.

Table 20: Incomplete body registration
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Status.

Respanse

Response

Figure 76: Incomplete body registration
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TourNepal

4) AIT-04 False value handling during registration

Objective

Action

Expected result

Actual result

Conclusion

Table 21:

Rhythm Paudel

To test if server handles false values
during registration process.
1) Method was changed to POST
method.
2) On body email and password was
given numeric value. {
"email": 123,
"password": 123,
"firsthname":"rhythm",
"lastname":"paudel”,
"dateOfBirth": "2004-09-24",

"visaStamp": "xys",

"passportCopy":"passportCopy",
"dateOfEntry":"2004-09-24",
"nationality":"NP",
"intendedDays":3

}
3) For URL

http://localhost:3500/reqgister was

put.
4) Request was sent.
Server should respond with proper error
code and message.
Server responded with proper error code
and message.

Test was successful.

Registration false value handling
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Resporsa

Figure 77: Registration false value handling
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5) AIT-05 Registration completion testing

TourNepal

Objective

Action

Expected resulit

Actual result

Conclusion

To test

successful with all the fields in proper

if registration process is
format.
1) Method was changed to POST
method.
2) On body a proper json body with
filled fields was passed. {
"email":
"islingtoncollege@gmail.com"”,
"password":
"islingtoncollege@gmail.com"”,
"firstname":"rhythm",
"lastname”:"paudel”,
"dateOfBirth": "2004-09-24",

"visaStamp": "xys",

"passportCopy":"passportCopy",
"dateOfEntry":"2004-09-24",
"nationality":"NP",
"intendedDays":3

}

3) For URL
http://localhost:3500/register was
put.

4) Request was sent.

A new user should be registered

successfully and proper response should
be sent.

A new user was registered and proper
response was sent.

Test was successful.

Table 22: Registration completion testing

Rhythm Paudel
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TourNepal

Response

users

“1d: ©
cmail :
firstnane :
lastnama :
date0fBirth
wvisaStanp :

par

"

passpor tCopy
password : '52281¢
verificationStatus
dateOfEntry @ 2004-0%
natianality = "HF"
intendedpays : 3
deletionRequest @ false

_viao

Rhythm Paudel

Figure 79: User creation in mongoDB
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TourNepal

6) AIT-06 Requesting access token with valid refresh token

Objective

Action

Expected result

Actual result

Conclusion

To test if the user is able to get a new
access token with existing refresh
token.

1) Method was changed to POST
method.

2) Encrypted refresh token was
generated by logging in with valid
email and password
(http://localhost:3500/login).

3) Encrypted refresh token was
passed in body.

4) URL was changed to
http://localhost:3500/refresh

5) Request was sent

A new access token should be generated
and sent as a response.

A new access token was generated and
sent as a response.

Test was successful.

Rhythm Paudel

Table 23: Requesting access token with refresh token
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Response

Figure 80: Logging in for refresh token

Status

Response

Figure 81: Requesting new access token
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7) AIT-07 Requesting access token with expired refresh token

Objective

Action

Expected resulit

Actual result

Conclusion

To test if the user can get a new access

token with expired refresh token.

1)

2)
3)

4)

5)

6)

Method was changed to POST
method.

Token span was kept 10 seconds
Encrypted token was generated by
logging in with valid email and
password
(http://localhost:3500/login).

URL was changed to
http://localhost:3500/refresh
Encrypted refresh token was

passed in body after 10s.

Request was sent

A proper message with error code should

be sent as a response.

A proper message with error code was

sent as a response

Test was successful.

Rhythm Paudel

Table 24: Requesting access token with expired refresh token

const refreshToken = jwt.sign({

"email": userDB.email

process.env.REFRESH_SECRET_TOKEN,

{expiresIn:'10s'}

Figure 82: Refresh token span
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Status:

Response

Figure 83: Encrypted refresh token retrieval

Status.

Response

Figure 84: Requesting access token with expired refresh token
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8) AIT-08 Token request without refresh token

Objective To test if the server responds with
proper status code if access token is
requested without refresh token.

Action 1) Method was changed to POST
method.
2) URL was set to

http://localhost:3500/refresh

3) Request was sent without body
Expected result A proper message with error code should
be sent as a response.
Actual result A proper message with error code was
sent as a response

Conclusion Test was successful.

Table 25: Token request without refresh token

Response

Resporse

Figure 85: Token request without refresh token
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4.3.2. Emergency contact fetch testing

AIT-09 Retrieving emergency contacts

Objective To test if user/admin can retreive emergency
contacts.
Action 1) Method is set to get method
2) URL was set to

http://localhost:3500/emergencycontacts

3) Request was sents.

Expected result List of emergency contacts should be sent as a
response.

Actual result List of emergency contacts was sent as a
response,

Conclusion Test was successful.

Table 26: Retrieving emergency contacts

Figure 86: Getting contacts list
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4.3.3. Map/Location testing

1) AIT-10 Google map APl initial test

Objective To test if google maps API is working as
expected.
Action 1) Method is set to get method
2) URL was set to

‘https://maps.googleapis.com/
maps/api/place/nearbysearch/json’

3) Query Parameters were set
Keyword=tourist_attraction
Location= 27.6727,85.3253
Radius=5000
Type=tourist_attraction
Key=GOOGLE_API_KEY

4) Request was sent

Expected result List of nearby places should be retreived

from google maps.

Actual result List of nearby places was retreived from
google maps.
Conclusion Test was successful.

Table 27: Google map APII test
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Response

Figure 87: Google map API data response
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2) AIT-11 Requesting destinations without location

Objective To test if server responds with proper
error code if no location is sent while
requesting destinations.

Action 1) Method was set to set request.

2) URL was set to
http://localhost:3500/location
3) Radius and destination type was

set in query section, however
location was not set (not checked).
4) Request was sent.
Expected result A proper message should be received with
proper error code.
Actual result A proper message for no location was sent
as a response.

Conclusion Test was successful.

Table 28: Requesting destinations without location

Figure 88: Requesting destinations without location
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3) AIT-12 Missing destination type for place request

Objective To test if server responds properly if no
destination type is provided
(restaurants or tourist attraction).
Action 1) Method was set to set request.
2) URL was set to
http://localhost:3500/location
3) Query parameters was provided

without destination_type
"latitude™: 27.65234,
"longitude": 85.0909
"radius": 2500
4) Request was sent.
Expected result The server should return response with
proper error code and message.
Actual result The server returned with 200 status code
which was Okay status code.

Conclusion Test was not succesful.

Table 29: Missing destination type for places(unsuccessful)

Figure 89: Response without destination type

Reason: Since, destination type was not checked if empty, the code was going in catch

block as destination_type was undefined.
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Correction _measure: Destionation type was checked for null values before place

execution.

, radius,destinationlypel = req.query

if(!latitude ||!longitude|| !radius) return res.status(400}.json({ message: "Location and Latitude are required.”

II(I'.dn:‘:s‘.1r*utmnTy:1v:*.\ return res.status(488).json{{message:"Destination type is required for location fetching."})

Figure 90: Corrected code snippet for destination type check

Objective To test if server responds properly if no
destination type is provided
(restaurants or tourist attraction).
Action 1) Method was set to set request.
2) URL was set to
http://localhost:3500/location
3) Query parameters was provided

without destination_type
"latitude": 27.65234,
“longitude": 85.0909
“radius": 2500
4) Request was sent.
Expected result The server should return response with
proper error code and message.
Actual result The server returned response with proper
error code and message.

Conclusion Test was succesfull.

Table 30: Missing destination type for place request(successful)
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Figure 91: Place fetching without destination type

4) AIT-13 Location fetching with valid information

Objective To test if places are retreived with valid
location and radius.
Action 1) Method was set to get request.
2) All the required parameters were

passed.
longitude=85.316379
latitude=27.677345
radius=2500
destinationType=tourist_attraction
3) Request was sent
Expected result The server should return list of places
along with base64 image.
Actual result The server returned list of places along
with base64 image.

Conclusion Test was successful.

Table 31: Location fetch testing
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Response

Figure 92: Location list API fetch
5) AIT-14: Search by name testing

Objective To test if places are retreived with valid
location and radius.
Action 1) Method was set to get request.

2) All the required parameters were
passed with radius string.
longitude=85.316379
latitude=27.677345
radius=Patan+Durbar+Square
destinationType=tourist_attraction

on url http://localhost:3500/location

3) Request was sent
Expected result The server should return searched place
along with base64 image.
Actual result The server returned empty list of places.

Conclusion Test was not successful.

Table 32: Search by name testing(unsuccessful)
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Figure 93: Empty list for name based search

Reason: Since every parameters passed in uri is taken as string, during place fetching it
was converted to number. However, even if the passed string has characters in it the type
is changed to number but value becomes NaN in javascript. So, API for text search of
Google maps API will never be called.
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getNearbyDestinations (latitude, longitude, radius, destinationType)

lat parseFloat(latitude
lon

destinationType

.getidestinations’;

d option: useNewlrlParser has no effect since Node.js Driver version 4.8.0 and will be r

deprecated option: useUnifiedTopology has no effect since Node.js Driver version 4.0.0 and wil

Figure 94: Wrong data type of radius

Correction Measure: Instead of checking typeof rad, it should be checked if isNaN(rad).
The passed rad in API link for text search also should be replaced with radius as NaN

place will not exist.
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Objective

Action

Expected result

Actual result

Conclusion

ry
4l lisNaN(rad)

destinations = “https:/ naps.gocqleapis.con/naps/apiiplacestextses

Rhythm Paudel

TourNepal

To test if places are retreived with valid
location and radius.

1) Method was set to get request.

2) All the required parameters were
passed with radius string.
longitude=85.316379
latitude=27.677345
radius=Patan+Durbar+Square
destinationType=tourist_attraction
on url http://localhost:3500/location

3) Request was sent
The server should return searched place
along with base64 image.
The server returned searched place along
with base64 image.
Test was successful.

Table 33: Search by name testing (successful)

on?guery=s{radius}+inepaliregion=npakey=-${process, env. CODGLE_MAPS_API

ics.qetidestinations|;

Figure 95: Corrected code for place search by name
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Respanse

Respanse

Figure 96: Search by place name result
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6) AIT-15 Base64 Conversion testing

Objective

Action

Expected result

Actual result

Conclusion

Rhythm Paudel

To test if base64 image from google place
photos is working.
1) Method was set to get request.
2) All the required parameters were passed
with radius string.
longitude=85.316379 latitude=27.677345
radius=Patan+Durbar+Square
destinationType=tourist_attraction
3) Request was sent on url
http://localhost:3500/location

4) Retreive base64 image was copied and

pasted on
https://base64.guru/converter/decode/image
The pasted base64 image should output a valid
image
The pasted base64 image provided a valid image.

Test was successful.

Table 34: Base64 Conversion testing

115



CS6PO05NI Project TourNepal

Status:

i3 "iﬁespars-.-

A_attraction

Respanse

Figure 97: Retrieval of base64 image

Base64 to Image

Convert Baseb4 to image online using a free decoding tool which allows you to decode Base64 as image and preview it directly in the
browser. In addition, you will receive some basic information about this image (resolution, MIME type, extension, size). And, of course,
you will have a special link to download the image to your device. If you are looking for the reverse process, check Image to Base64.

Base64* copy dear owslond
MSAANISKZIRGABAQAAADABAADSQAqRXND ZGAASURGAAGALAA BADE BAGAHAAAAGGAAAAAAAA BHB ZInD GUAAPDAIOALRICCwoKCg oK Cgo CAICACK CgoX CADIC ggR CAQICAQICAgICAQICAGICAGICY
BICQKCQOICADNCgONCAQKCAEDBAGGEQYKBGYKEAJL DNAPDXAQEBAPDQEQEBAQOXAPDHAP DWE ODWEPONOODWEQDWIPEABODXANDWEPD wANDQEN/BAAEQQABAGQAWEIAAIRAQMRANEABDAAAE
FAQEBAQAAAAAAAAAAAAUDBAYHCALIAQDIXABIEAACAQMCBAMF BOMHACYFBOABAGMEERIAIGUGE2EMIKEIF DJRY SNxgZGhBEKxwlkVIONSOeHxFheOQ 2 iy JVOCKr IYRFRZOWEABSBAAIDAGEBAAAAAAA
AALAAAAMEAGUGAQAHBQAOXE AMOMCAWURAQQF BAMBAAAAAQIDEQANEBIXBIUF RCYETIMGRocHWsJEGFDLAF SNCUYFIgpicsLIiBy/aAAwDAQACEQMRADB At +udq SO+ hovED+ uvtS+ 2hTnfXTpCBFIMXFm
ACVVXPRAZmok02Gar I LUZIRCOWO7GrB7EVikire SKSIZ mjwrd O r U g Duldo Jboadq ZCobotasXrQeDipt Btenieg BsOwXRapPS$13a 3660 1PGLC Sy ICY7 0 pO LA MBALUS X Qe ASNAK BT BR W4 ma/UMZhENG
h8NJULZQ2zGEIXMODVpSPXaWoOYGQIXv20CmaIICriz2UN0SHILZT YYD zn Ha 2+ 2tolDz8ync3PY 7550V 209 dc VHERUAVIOIPDGKCZgOGBS3 203731+ 009 8Qjica/T B48 wDrgniul G+lldgbifo U Tgke K
SnaCuNXHwNnYusHYXH7 ¢mrUgd 2SqaN/SviAO us 3cEMIWEPW3 103 SUruVul Y 7 X063 pMan FWweG + V2ot Svihvkw) 3 4 o IR XAKNUS S DM+ K SoWF RuP TENICOIS 4 rux Oy Nuw1QIZWECOVIKAS 24mpiet|

Decode Base64 to Image | <\°

:Prewew Image | Toggle Back rounq C:lor

File Info
* Resolution: 400x240
« MIME type: image/jpeg

Figure 98: Base64 image conversion
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7) AIT-16 Description generation for valid place

Objective To test if description request is working for valid
place name.
Action 1) Method was set to get request.

2) All the required parameters were passed.
Name= “patan+durbar+square”
3) Request was sent on url

http://localhost:3500/location/getDescription

Expected result A proper description should be generated by gemini
in response.

Actual result A proper description was generated by gemini in
response.

Conclusion Test was successful.

Table 35: Description generation for place

Figure 99: Gemini API description generation
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8) AIT-17 Description generation without place name

Objective To test if server responds properly when no
place name for description is provided.
Action 1) Method was set to get request.
2) No parameters were passed.
Name=
3) Request was sent on url
http://localhost:3500/location/getDescription
Expected result A proper response with error code should be

returned by the server.

Actual result A proper response with error code was returned by
the server.
Conclusion Test was successful.

Table 36: Description generation without name

Figure 100: Gemini API description generation without name
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9) AIT-18 Existing review fetching

Objective To test if existing reviews for a location is
fetched upon request.
Action 1) Method was set to get request.
2) Required paramenters were passed
Lat=85.3253211
Lng=27.6726981
Latitude and longitude were passed for

which reviews were present.

3) Request was sent
http://localhost:3500/getReviews
Expected result Server should send a response of list of reviews for

that particular place.
Actual result Server sent a response of list of reviews for that
particular place.

Conclusion Test was successful.

Table 37: Existing review fetching

Rhythm Paudel 119



CS6PO05NI Project TourNepal

_id: ObjectId('67fl0ecd8fecf6054c063461"')
v location : Object
latitude : 85.3253211
longitude : 27.6726981
v reviews : Array (1)
v 0: Object
text : "Wow such a great place."
email : "rhythm@gmail.com"
firstname : "Rhythm"
lastname : "Paudel"
_id : ObjectId('67f10ecd8fecf6054c063462"')
date : 2025-04-05T11:06:53.734+00:00
name : "Patan Darbar Square"
v: 0

Figure 101: Reviews of Patan Darbar square

Figure 102: Review fetching
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10) AIT-19 Review fetching for a place without reviews

Objective To test if proper response is sent when no
reviews are found.
Action 1) Method was set to get request.
2) Required paramenters were passed
Lat=85.3253210
Lng=27.6726980
Latitude and longitude were passed for
which reviews were not present.
3) Request was sent
http://localhost:3500/getReviews

Expected result Server should send a proper response if no reviews
are found.

Actual result Server sent an empty list indicating no reviews
found.

Conclusion Test was successful.

Table 38: Review fetching for place without reviews

Figure 103: Review fetching for place without reviews
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11) AIT-20 Requesting reviews without location

Objective To test if server response properly when no
latitude and longitude are provided for reviews.
Action 1) Method was set to get request.
2) No paramenters were passed
3) Request was sent on url

http://localhost:3500/location/getReviews

Expected result Server should send a proper response and proper

status code.

Actual result Server sent a proper response and proper status
code.
Conclusion Test was successful.

Table 39: Requesting reviews without location

Response

'message™:

Figure 104: Requesting reviews without location

4.3.4. Notification testing

1) AIT-21 Testing for push notification via API
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Objective To test if notifications for a valid token is sent to
mobile phone.
Action 1) Method was set to post request.
2) URL was set to localhost:3500/admin/login
3) Valid username and password was set
Username: “rhythm”
Password: “rhythm”
4) Access token was copied
5) Access token was pasted on Auth->Bearer
section.
6) URL was set to localhost:3500/send-
notification
7) Mobile token, email, title body and message
type was set
8) Request was sent.
Expected result Notification should be delivered to the mobile phone
and should be saved in database as well.
Actual result Notification was delivered to the mobile phone and
was saved in database as well.

Conclusion Test was successful.

Table 40: Testing for push notification (API)

Figure 105: Retrieving access token for admin
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POST  http://localhost:3500/send-notification
Query Headers? Auth! Body! Tests Pre Run

Bearer OAuth 2 NTLM AWS

eyJhbGciOiJIUzINilsInR5cCI6IkpXVCJ9.eyJBZG1pbkRIAGFpbCl6eyJIbWFpbCl6inJoeXR
obXBhdWRIbEBNnbWFpbC5jb20ifSwiaWFO0IljoxNzQOOTg1NzgzLCJleHAIOJE3SNDUwNzIxO
DNS.gw4FPCCB-dZkAXg-ioMIKOXFxILc_qgfvOceaZ2vJir2c

Bearer Token

Token Prefix Bearer

Figure 106: Pasting access token in bearer token for notification

POST v httpfflocalhost:3500fsend-notification

title™:
"—lL'l:‘y' ‘TUAIT-2

nessagetype” "Ale

Figure 107: Sending notification to a mobile phone(API)
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8:08 Fri, Apr18 P40100%

¥ Internet > 3 Bluetooth >

§ Flashlight © Do Not Disturb

o TourNepal = Tm A
Test API
AlT-21 Testing

Manage Clear all

Figure 108: API testing notification on phone

v 0: Object
title : "Test API,"

message : "AIT-21 Testing,"

messagetype : "Alert,"

Rhythm Paudel

Figure 109: Notification history updated in mongoDB

TourNepal
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2) AIT-22 Multiple device notification casting

Objective To test if notifications for multiple devices is
sent mobile phones.
Action 1) Method was set to post request.
2) Access token was generated from admin
login.
3) Access token was copied
4) Access token was pasted on Auth->Bearer
section.
5) URL was set to localhost:3500/send-
notification
6) Mobile token, email, title body and message
type was set
7) Request was sent.
Expected result Notification should be delivered to multiple mobile
phones and should be saved in database as well.
Actual result Notification was delivered to the multiple mobile
phones and was saved in database as well.

Conclusion Test was successful.

Table 41: Multiple device notification casting

Figure 110: Sending notification to multiple mobile phones(API)
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3) AIT-23 Sending notification without device tokens

Objective To test if server responds properly when body
is passed without all the fields for notifications.
Action 1) Method was set to post request.
2) Access token was generated from admin
login.
3) Access token was copied
4) Access token was pasted on Auth->Bearer
section.
5) URL was set to localhost:3500/send-
notification
6) Email, titte body and message type was set
but tokens field was left empty.
7) Request was sent.

Expected result Server should respond with proper status code and
message.

Actual result Server responeded with proper status code and
message.

Conclusion Test was successful.

Table 42: Sending notification without device tokens

Figure 111: Sending notifications without tokens
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4) AIT-28 Updating notification token

Objective

Action

Expected result

Actual result

Conclusion

To test if user notification token is updated.
1) Logged in with valid credentials from the
application
User notification token should be updated to match
new device token.
User notification token was updated to match new
device token.

Test was successful.

Table 43: Updating notification token

_id: Objectic('6dd
email :
firstname @ '
lastname @ "pa.
date0fBirth
visastamp : '
passportCopy

password : 'S

verificationStatus

dateOfEntry : 2004-09

nationality : "NP

intendedDays : 3

deletionRequest | false
vs: 08

Figure 112: User status before notification token update

Rhythm Paudel
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943 W v4in

TourNepal

Sign in to your account

& islingtoncollege@gmail.com

@ islingtoncollege@gmail.com | ®

Figure 113: Logging in for token update

TourNepal

_Ad: ObsectId('S5611a35edd157355f40
email : "Islinztancallegeigrail, com”

firstname : " hyLlim”
lastname : "paudel"
dateOfBirth ; YHH3-HE-24TEDIH0IE0  BREFAG I HE

visaStamp : "xys"
passportCopy : "passoortCopy"
password : "S$0hE105g

HARG T HWKKhKa d3 e GG WA VLA RET rg? Dtvdnayn
verificationStatus : *
dateOfEntry | 2004-03-24760:80:20,206+0G: 63
nationality : "NEY

intendedDays : 3

deletionRequest : false

nding"

v 9

I HoLiTicationToken = M '1-,'._! (et ) e Y A T L R A3 IhEhIAlwgCyinna dyCRUS 0k LT LS gP xS 2es LPRDCWT .Y ]

Figure 114: Notification token update after login

Rhythm Paudel
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5) AIT-30 Improper notification token handling

Objective To test if notifications for a invalid token
handled properly
Action 1) Access token was copied from admin login.
2) Access token was pasted on Auth->Bearer
section.
3) URL was set to localhost:3500/send-
notification
4) Mobile token, email, title body and message
type was set, however an invalid token was
set.
5) Request was sent.
Expected result Server should handle improper token with proper
message in response.
Actual result Server handled improper token with proper

message in response.
Conclusion Test was successful.

Table 44: Improper notification token handling

Figure 115: Invalid notification token handling
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4.3.5. User details fetch/manipulation testing

1) AIT-24 User detail fetching via API

Objective To test if user details is retreived by user email
or not.
Action 1) Method was set to get request.

2) Access token was generated from user login.

3) Access token was copied

4) Access token was pasted on Auth->Bearer
section.

5) URL was set to localhost:3500/userdetail

6) Request was sent.

Expected result Server should respond with user detail.
Actual result Server responeded with user detail.
Conclusion Test was successful.

Table 45: User detail fetching(API)

Here email is decoded from access token.

Status

Response

Token Prefix

Figure 116: Retrieving user details from email
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2) AIT-25 User details fetching with expired token

Objective

Action

Expected result

Actual result

Conclusion

Rhythm Paudel

To test if user detail is retreived by user email,
without/expired access token.
1) Access token expiration time was set to 10
seconds
2) Access token was generated from user login.
3) Access token was copied
4) Method was set to get request.
5) Access token was pasted after 10 seconds
on Auth->Bearer section.
6) URL was set to localhost:3500/userdetail
7) Request was sent.
Server should respond with proper status code and
message.
Server responeded with proper status code and
message.
Test was successful.

Table 46: User details fetching with expired token

132



CS6PO05NI Project

if (match

accessToken = jwt.sign({
"UserDetails": i
"email": userDB.email,
“"firstname": userDB.firstname,
"lastname": userDB.lastname,
"dateOfBirth": userDB.dateOfBirth,
"verificationStatus'":userDB.verificationStatus,

process.env.ACCESS_SECRET_TOKEN,
{expiresIn:'10s'}

Status

Response

Forbidden

Token Prefix

Figure 118: Retrieving user detail with expired access token

Rhythm Paudel
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3) AIT-26 User deletion request update

Objective To test if user deletion request is updated.
Action 1) Access token was generated from user login.
2) Access token was copied
3) Method was set to put request.
4) Access token was pasted on Auth->Bearer
section.
5) URL was set to
localhost:3500/userdetail/updateuser

6) Body with deletionRequest: true was

provided
7) Request was sent.
Expected result User deletion request should be updated to true.
Actual result User deletion request was updated to true.
Conclusion Test was successful.

Table 47: User deletion request update

_id: ObjectId('67Tbedl7cl42dabecab2baabb')

email : "rhythm@gmail.com,"

firstname : "Rhythm,"

lastname : "Paudel,"

dateOfBirth : 2002-02-26T08:30:00.000+060:00

visaStamp : "https://res.cloudinary.com/dvnnduvi3/image/upload/v1740558715/uhju9qnij"

passportCopy : "https://res.cloudinary.com/dvanduvi3/image/upload/v1746558714/m3nzjvro"

password : "$2b5$10$4d1dCOSm3QENF7vVCLIZXuuBw24zPsYUL3gU9RO6xmcd8z4UW LE2 "
verificationStatus : "verified,"
dateOfEntry : 2025-02-26T08:30:00.000+00:00
nationality : "ca "
~diiendedDavs o 30

deletionRequest : false

e Lo

notificationToken : "f4yZ6PPWRE1Th-2aDR3UvW:APA91bGhIKLWgcymWadyCXUSoS5x1f279gPSx3aeS51TKDCWI"

/e

Figure 119: User deletion status before deletion request
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PUT v http://localhost:3500/userDetail/updateUser

Query Headers Auth Body Tests Pre Run

None Basic Bearer OAuth 2 NTLM AWS

Bearer Token

eyJhbGciOiJIUzITNilsInR5cCI6IkpXVCJ9.eyJVec2VYyRGVOYWilscyl6eyJIbWFpbCl6InJoeX
RobUBNbWFpbC5jb20iLCJmaXJzdG5hbWUiQiJSaHI0aGOILCJsYXNObmFtZSIGIIBhdWRI
bClsImRhdGVPZkJpcnRoljoiMjAWMIOWMiOyNIQwODozMDowMC4wMDBaliwidmVyaWZ
pY2F0aWSuU3RhdHVzljoidmVyaWZpZWQifSwiaWF0ljoxNzQ0OTg4NzgOLCJleHAIOJE3
NDUwNzUxODR9.KhIPgMLIVMmIDgTiRbx1Tmv4zNnnw-baKI_Kx20DsxmM

Token Prefix Bearer

Figure 120: Deletion request bearer token

Response

‘message”:

Response

Figure 121: Deletion request change via API

Rhythm Paudel




CS6PO05NI Project

TourNepal

date0fBirth :
visaStamp : "htty

nationality : "CA"

antondadDavce 20

passportCopy : "http
password : ""37h31d54did(
verificationStatus @ "¢
dateOfEntry : 2025-02-2RTOH:30:

dd: ObjecLId('6Tbedl7cl42dasecab2boash')
email : "rhythm@agma
firstname | "Rhythm"
lastname : "Paudel"

1740558714 /m3nzivro.."

alWjrLez"

deletionRequest : true ‘-“

notificationToken :

" T4y Z6PPWREI Th-2aDR3IUvW i APAS LbGhIKLWEcymWadyCXUSaSx L¥2jSzPSx3ae5 L TKDCWT.."

» notificationList : Array (2)

Figure 122: User deletion status after deletion request

4) AIT-27 Deletion request without providing access token

Objective

Action

Expected result

Actual result

Conclusion

Rhythm Paudel

To test if user deletion request is rejected when
no access token is provided for verification.
1) Method was set to put request.
2) URL was set to
localhost:3500/userdetail/updateuser
3) Body with deletionRequest: true was

provided
4) Request was sent.

Deletion request should not be updated as no token

was provided.
Deletion request was not updated as no token was

provided.

Test was successful.

Table 48: Deletion request without providing access token
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PUT ~ http:/flocalhost:3500/userDetailfupdateUser

Query Headers 2  Auth Body 1 Tests Pre Run

None Basic Bearer OAuth 2 NTLM AWS

Bearer Token

token

Token Prefix Bearer

Figure 123: Updating user deletion without bearer token(1)

Response

Unaut

Figure 124: Updating user deletion without bearer token(2)
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5) AIT-29 Retrieving user notification history

Objective To test if user notifications history is fetched.
Action 2) Valid access token was copied and pasted
on Auth->Bearer section.

3) Method was set to put request.
4) URL was set to

localhost:3500/userdetail/getnotifications
5) Request was sent.

Expected result List of notifications should be sent to the user as a
response.

Actual result List of notifications was sent to the user as a
response.

Conclusion Test was successful.

Table 49: Retrieving user notification history

Figure 125: Fetching user notifications
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6) AIT-46 User logging out of the application

Objective

Action

Expected result

Actual result

Conclusion

Rhythm Paudel

To test if user is able to logout
successfully from the application.

1) Logged in to the application using

valid credentials.

2) Navigated to profile section.

3) Clicked on Logout Button.
Account should be logged out and login
screen should be visible.
Account was not logged out and exception
was thrown when restarting the
application.

Test was not successful.

Table 50: User logging out of the application(unsuccessful)
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206 van

& TourNepal A

Profile

Name

rhythm paudel

Date of Birth

9/24/2004

Ermail

islingtoncollegedgmail.com g

Change Password

Request Profile Deletion

Visa Status: Pending Verlfication

Figure 126: Logging out from application

TourNepal
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Logout Confirmation

Are you sure you wanlt 1o lkegout?

Figure 127: Confirming logout

won NAVIGATE' with payfoad (mame’."Auth’) was not
Y navigatr.

Do you have & screen named Auth?

I you're w

Source

Call Stack

CANGOymeRs

latestCallback

dispatek

dispatch

withstacksargurent 0

withStack

Figure 128: Error when restarting the application
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Reason: If the user was logged in then the user would only have main stack in the options
which means everything but login and signup screen which created problem when user
clicked logged out there were no screens to redirect to.

Correction Measure: Used conditional rendering as previously logging out was not

working expectedly. Instead of redirecting just conditional rendering by setting

authentication to false or true during login or logout

Figure 129: Corrected logic for conditional rendering

Objective To test if user is able to logout
successfully from the application.
Action 1) Logged in to the application using
valid credentials.
2) Navigated to profile section.
3) Clicked on Logout Button.
Expected result Account should be logged out and login
screen should be visible.
Actual result Account was logged out and was
redirected to login screen.

Conclusion Test was successful.

Table 51: User logging out of the application
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7) AIT-47 Adding a review after user status is verified

Objective To test if user is able to logout
successfully from the application.
Action 1) Logged in to the application using
valid credentials.
2) Navigated to search section.
3) Clicked on search all and searched
“Labim Mall”.
4) Updated logged in user status from
pending to verified.
5) Reopened the application
6) Navigated to search section.
7) Clicked on search all and searched
“Labim Mall”.
8) Tried to add a reviews.
Expected result After the change in user verification status,
user should be able to leave a review.
Actual result After the change in user verification status
user was not able to leave a review.

Conclusion Test was not successful.

Table 52: Adding a review after user status is verified(unsuccessful)

Rhythm Paudel 143



CS6PO5NI Project TourNepal

% TourNepal A

Labim Mall
(4.3/5)

Labim Mall is a modern shopping and
entertainment complex situated in Pulchowk,
Lalitpur, Nepal. It offers a variety of retail stores,
dining establishments within a food court, and
entertainment options, Including a QFX Cinemas
multiplex. The mall is known for its contemporary
architecture and serves as a popular hub for
shopping and letsure activities in the area

Reviews

Figure 130: Searching labim mall to post a review

1 _dd: ObjectId{'68811a95edals5T3a5f401151") ob
! enail :
1 Firsboame @ "rhything'
| Lastname : "paudsl,"
darehfRirth : 7
visaStarp ¢! "x P
passportCopy i "nsasspertCopy,

izlirgtoncollegedgmail, con,"

¥z "NR "

12 intencedDays | 3

13 deletiondequest ; false

ia vwi 0

15 notificatzionToken ; “f4yZ6P WRETT -23DRIUVN: APASLDChIALWECYMNA T USa5x L 219gP5x32eS1THOIKD"

%

Document modified.

Figure 131: Updating user status from pending to verified in database
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Labim Mall

(4.3/5)

Labim Mall is 8 modam shopping and

thin & feod court, and
entertainment options, Including a 0FX Cinemas

multiplex, The ma is known for its contemporary

3 pogistar hub for

ehopping and lesure activities in the area

Reviews

e

Figure 132: Trying to post a review after user status was verified

Reason: Details from accessToken was decoded that was saved in generic password.
But this caused a problem even when the user status changed from pending to verified,

unless the user re logged in, they were not able to post a comment.

Correction Measure: So to prevent this, everytime user logs in or app is opened user

detail is requested from the server.
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L gutUserDetalri()]
setCurrisert A Jatal;

Figure 133: Corrected user details fetching during application initialization
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Objective To test if user is able to logout
successfully from the application.
Action 1) Logged in to the application using
valid credentials.
2) Navigated to search section.
3) Clicked on search all and searched
“Labim Mall”.
4) Updated logged in user status from
pending to verified.
5) Reopened the application
6) Navigated to search section.
7) Clicked on search all and searched
“Labim Mall”.
8) Tried to add a reviews.
Expected result After the change in user verification status,
user should be able to leave a review.
Actual result After the change in user verification status
user was able to leave a review.

Conclusion Test was successful.

Table 53: Adding a review after user status is verified
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Labim Mall |

(4.3/5)

Labsm Mall s a modern shopping complex

situated in Pulchowk, Lalitpur, Nepal, It serves as

a popular destination offering a vareety of retall

25, daning options within its d court, and
entertainment facdities, Including a QFX multiplex
cinema. The mall provides a contemporary
shopping and leisure experience in the Kathmandu

Valley

Reviews

Hellloo

Figure 134: Trying to add a review after verifying user status

TourNepal
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8) AIT-49 Starting the application when server is not active

Objective To test if a proper message is shown
when backend is not started.

Action 1) Logged in in the application.

Expected result Proper message should be shown
indicating server has not been started.

Actual result Proper message was shown indicating
some proplem with the server.

Conclusion Test was successful.

Table 54: Starting the application when server is not active

Login Failed

Server Error

Figure 135: Server error during login
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9) AIT-50 Adding a comment via API

Objective To test if user is able to post a comment
via APL.
Action 1) User was logged in and access

token generated was pasted on
Auth->Bearer section.

2) URL was set to
http://localhost:3500/postComments

3) Required field was provided

{
“location”:{

“latitude”:420,

“longitude™:420

|3

“‘name”: “Test Name”,
“‘commentBody”: “AIT-50 Testing

Review”
}
4) Request was sent to post method.
Expected result Review should be added in the database
Actual result Review was added in the database.
Conclusion Test was successful.

Table 55: Adding a comment(API)
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Figure 136: Adding a review(API)

10) AIT-51 Editing an existing comment

Objective To test if user is able to edit a comment
via APL.
Action 1) User was logged in and access token

generated was pasted on

Auth->Bearer section.

2) URL was set to
http://localhost:3500/postComments/
update

3) Required field was provided
4) Request was sent to put method.
Expected result Review should be updated in the database
Actual result Review was not updated for the provided
commentl|D but the firsrt comment.

Conclusion Test was not successful.

Figure 137: Editing an existing comment(Unsuccessful)
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_id: Objectld('68037a7061beff7dd27df4f7')
» location : Object
v reviews : Array (3)
v 0: Object
text : "AIT-50 Testing Review'
email : "rhythm@gmail.com"
firstname : "Rhythm"
lastname : "Paudel"
_id : ObjectId('
date : 2025-04
» 1: Object
v 2: Object
text : "For
email : "rhythe

firstname : "Rhythm"
lastname : "Paudel"
_id : ObjectId|{
date : 2025-04-19T10:30:04.445+00:00
name : "Test Name"

v: 2

Figure 138: Comment before updating(API)

Status

Response
{
“wessage”

}

Rasponse

Figure 139: Updating comment(API)
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Ad: OboectId('GEOITaTOG10ef FTdd2TerAfT")
* location: Object
v reviews : Array (33
v Ba lodect
text : "Conment Umdate Cheok” l
email @ Ty Uit Lo
firstname :
lastname @ "©:
_id: Object
date : »Gzs-0
» 1z Object
v 2: Onject

| text : "lFor &IT 53 Testing Reviea" I
T T T T

firstname ; "khyt-n"
lastname : "Faucel”
_id H Ohipe Teid ' )
date : 2023

name : "Test

Figure 140: Comment update failed(API)

Reason: When updating comments following code in following screen shot was used. But
even if the document is matched that exact comment may not be edited as just the
document as a whole is matched. So additional condition was checked using $elemMatch
which finds exactly specific review is needed to be edited. The current code matches the

document, however if no elemMatch is provided, first data of the array is updated.

Raviews, TindOneAndupdatel

ation. latitude,
stion.longitude,

v“_“l‘,‘ 1t3{

res,statusi{ded;, json{ (message: "Coanent e

res.STatus|2688) . jsenl {nessage: " Commel

Figure 141: Incorrect code snippet for updating comment

Correction Measure: $elemMatch was used to fix the problem
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Objective

Action

Expected result
Actual result

Conclusion

Rhythm Paudel

TourNepal

result = await Reviews.findOneAndUpdate(

"location. latitude": location.latitude,
“location. longitude":location. longitude,
"reviews._id":commentID,
"reviews":
$elemMatch: {
_id: commentID,
email: email

Figure 142: Corrected code for updating comment

To test if user is able to edit a comment
via APL.

1) User was logged in and access token
generated was pasted on
Auth->Bearer section.

2) URL was set to
http://localhost:3500/postComments/
update

3) Required field was provided

4) Request was sent to put method.
Review should be updated in the database
Review was updated in the database.

Test was successful.

Figure 143: Editing an existing comment(Unsuccessful)
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http:/flocalh 3 Status:

Body T Pre Rur Response

{
nessage":

}

"longitude

Figure 144: Updating comment after correction

_1d: objectId('Gao3TaTatlber fTddI7ara 7]
* location : (5 ect
v reviews : Array (3]
v 0: Object
text @ "Comman
enail : "rhyt
firstnane :

Lastname @ "Pa.
~id: ozdec
date @ Joi:
: Object

:_Ohdiect

.
pr— bt

text : "Cummenl Uptale Chech ""‘c"""l
CIERLSS N
firstnone @
Lastname :
_id 3 157 h2chthesfrddy ideans! )
date 1
name : "I

Figure 145: Updated comment success in database
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4.3.6. Admin tasks testing

1) AIT-31 Admin login testing via API

Objective To test if notifications for a invalid token
handled properly
Action 1) URL was set to localhost:3500/admin/login
2) Valid credentials was passed in body.
Username:rhythm
Password:rhythm
3) Request was sent.
Expected result Server should sent Ok status with access token and
should set cookie for refresh token
Actual result Server snet Ok status with access token and cookie
for refresh token was set.

Conclusion Test was successful.

Table 56: Admin login testing(API)

Figure 146: Admin login testing
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Status: Size:
Headers Cookies

Request Url

http:/flocalhost:3500/admin/login

Response Cookies Manage Cookies

Name Value

eyJhbGciOiJIUZITNilsInR5cCIBIKpXVCJ9.eyJBZG1pbkRIAGFpb
. Cl6eyJIbWFpbCl6InJoeXRobXBhdWRIbEBNbWFpbC5jb20ifSwi
i aWFO0IjoxNzQOOTkzNzk4LCJleHAIOJE3NDU10Tg10Th9.ajy8hu

hVSyrW-UoppW1yjYNmFPDDUVJLq809Ze_6jyl

Figure 147: Refresh token response set on cookie

2) AIT-32 Admin requesting new access token

Objective To test if admin is able to request new access
token with exisiting refresh token.
Action 1) URL was set to
localhost:3500/admin/refresh
Cookies are automatically saved on
thunderclient
2) Request was sent.

Expected result Server should send back a new access token in
response.

Actual result Server sent back a new access token in response.

Conclusion Test was successful.

Table 57: Admin requesting new access token
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Figure 148: Requesting a new access token(Admin)

3) AIT-33 Requesting access token from mobile application user refresh token

Objective To test if admin is able to request new access
token with exisiting refresh token.
Action 1) URL was set to localhost:3500/login for user
login
2) Valid email and password was set in body.
3) Non-encrypted token was copied
4) URL was set to localhost:3500/admin/login
for setting up the cookie
5) URL was changed to
localhost:3500/admin/refreshtoken
6) TourNepal app user’s refresh token was
pasted on cookie existing cookie
7) Request was sent

Expected result Server should respond with proper message and
error code.

Actual result Server responded with proper message and error
code.

Conclusion Test was successful.

Table 58: Requesting access token from mobile application user refresh token
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Status

Response

refreshToken"

500/admin/login

Authori ) . s 19} Body

none form-data % w-form-urlencoded #® raw binary GraphQL

Figure 150: Admin log in for setting up cookie
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localhost

Q50TU30DYsIimva

=Sat, 19 Aprx

Body

aww-form-urlenc aw binary GraphGL

Body Cookies Headers 25t Resulls 401 Unautherized

@ Raw v

1 UnauthoTized

Figure 152: Requesting admin access token from users refresh token
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4) AIT-34 Editing non-existent emergency contacts

Objective To test if admin is able to edit non-existing

emergency contact number.

Action 1) Admin was logged in and access token
generated was pasted on Auth->Bearer
section.

2) URL was set to
localhost:3500/admin/editContact

3) Non-existing id with edit values were passed.
{"id":"67503da1ded00442260ade 14",
"editValues":{

"name":"police",

"number":100
}
}
4) Request was sent

Expected result Server should respond with proper message and

error code.
Actual result Server responded with proper message and error

code.
Conclusion Test was successful.

Table 59: Editing non-existent emergency contacts

Figure 153: Editing non-existing emergency contact
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5) AIT-35 Editing emergency contacts without edit values

Objective To test if admin is able to edit existing
emergency contact number without edit values.
Action 1) Admin was logged in and access token
generated was pasted on Auth->Bearer
section.
2) URL was set to
localhost:3500/admin/editContact
3) Id was passed.
{"id":"67503da1ded00442260ade 14
}

4) Request was sent

Expected result Server should respond with proper message and
error code.

Actual result Server responded with proper message and error
code.

Conclusion Test was successful.

Table 60: Editing emergency contacts without values

Status

Response

Resporse

Figure 154: Editing emergency contacts without values
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6) AIT-36 Editing emergency contacts

Objective To test if admin is able to edit contact with

proper values.

Action 1) Admin was logged in and access token
generated was pasted on Auth->Bearer
section.

2) URL was set to
localhost:3500/admin/editContact
3) Existing id with edit values were passed.
{"id": "67f23b0141a7b50fc80b480d"
"editValues":{
"number":9811111111
}
}

4) Request was sent
Expected result Server should respond with proper message and
error code.
Actual result Server responded with proper message and error
code.

Conclusion Test was successful.

Table 61: Editing emergency contacts

Jid: OLjeclId!'67123b014LaTL50 1 L802460d"
nana @ " ica"

nunber : 932900339
v U

Figure 155: TourNepalService number before update
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Status:

Response

{

Respoase

Figure 156: Updating TourNepalService contact number

number : 251112111111

Figure 157: TourNepalService updated number
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7) AIT-37 Deleting emergency contact number

Objective

Action

Expected result
Actual result

Conclusion

To test if admin is able to delete contact with
proper values
1) Admin was logged in and access token

generated was pasted on Auth->Bearer
section.
2) URL set
localhost:3500/admin/deletecontact/{id}
3) Existing id was passed in query.
http://localhost:3500/admin/
deletecontact/67f23b0141a7b50fc80b480d

4) Request was sent on delete method.

was to

Server should delete the contact.
Server deleted the contact from the database.

Test was successful.

Table 62: Deleting emergency contact number

name :
number : 100

v: 0

name :
number :
v: 0

1083

_id: ObjectId(

"Police

_id: ObjectId(

"Ambulance"

'67ef8c6e3ca9781918e6c8177")

'67eT8¢T7a3c9781918e6¢817b")

_id: ObjectId
name :
number :
' ¢

('67f23b0141a7b50fc80b48Rd")
"TourNepalService"
981111111111

Rhythm Paudel

Figure 158: Contact list before deletion
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hip:/localho contact/67123b054

Auth Bod ast I 5 T ) Response

Bearer

Token Prefix Boares

Figure 159: Deleting existing emergency contact(API)

TourNepal

Time:

1-20F 2
_id: '67ef8c6e3c9781918e6c8177"
name
number
_v:0
_id: ObjectId('67ef8c7a3c9781918e6c817b"'

name : "Ambulance
number : 1062
o e ll - |

Figure 160: Database after deletion of emergency contact

Rhythm Paudel
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8) AIT-38 Adding a new contact via API

Objective

Action

Expected result
Actual result

Conclusion

To test if admin is able to add a new contact with
proper values.
1) Admin was logged in and access token

generated was pasted on Auth->Bearer
section.

2) URL set to
localhost:3500/admin/addContact

3) Body was passed with required fields
{
"name":"AIT-38 Testing",
"number":11223344
}

4) Request was sent on post method.

was

Server should add a new contact to the database
Server added a new contact to the database.

Test was successful.

Table 63: Adding a new contact(API)

Id('6Tef8c6e3c5781918e6¢8177")

id: Objectld('&7ef8cTa3co781918e6c817b")

1-20F 2
_id: b tId
name Pol
number : 100
_BWE
name ; "Ambulance"
number : 143
R, )

Figure 161: Before addition on new contact in database

Rhythm Paudel
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Status

Response

1g"
“sessage”

Resporse

Figure 162: Adding a contact(API)

name ; ''F
number :

viH

name ©
number : o3

wiH

_id: Oniec
name @ 4
number : 11213344

Figure 163: Updated contact list after contact addition in database

Rhythm Paudel
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9) AIT-39 Fetching all user without access token

Objective To test if admin is able to get all users without
valid access token.
Action 1) URL was set to localhost:3500/admin/users

2) Request was sent on get method.

Expected result Server should respond with proper error code and
message

Actual result Server responded with proper error code and
message.

Conclusion Test was successful.

Table 64: Fetching all user without access token

Figure 164: Getting all user without access token
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10) AIT-40 Fetching all user with valid access token

Objective To test if admin is able to retreive all users with

valid access token.

Action 1) Admin was logged in and access token
generated was pasted on Auth->Bearer
section.

2) URL was set to localhost:3500/admin/users

3) Request was sent on get method.

Expected result Server should return the list of all users in database.
Actual result Server returned the list of all users in database.
Conclusion Test was successful.

Table 65: Fetching all user with valid access token

Status

Responss
1
L

Token Profix Boarer

Figure 165: Retrieving all users in database
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11) AIT-41 Adding a new user with valid access token

Objective To test if admin is able to edit a user detail with

valid access token.

Action 1) Admin was logged in and access token
generated was pasted on Auth->Bearer
section.

2) URL was set to
localhost:3500/admin/users/adduser.
3) Body was provided with all the required
fields.
{
"firsthname": "AIT",
"lasthname": "41",
"email": "ait-41@example.com”,
"dateOfBirth": "1990-05-15",
"intendedDays": 30,
"nationality": "US",
"dateOfEntry": "2025-03-10",
"password":"randomfornow",
"visaStamp": "none",
"passportCopy": "none"

}

4) Request was sent on post method.

Expected result Server should respond with proper error code and
message

Actual result Server responded with proper error code and
message.

Conclusion Test was successful.

Table 66: Adding new user with valid access token
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http:/flocaiho: d Juse 507 Status:

Response

Figure 166: Creating new user via admin API

_id: ObjectId(' 17918ceectd35c7415354"
email : "ait-41l@ex e.com"

firstname : "AIT"

lastname : "41"

dateOfBirth : 1990-05-15T00:00:00.000+0(

visaStamp : "none'
passportCopy :
password : "52b$ 3 C
verificationStatus : "rejected"

dateOfEntry : 2025-03-10T0G0:00:00.000+00:00
nationality : "US’

intendedDays :
deletionRequest : false
notificationToken : ""

A"

Figure 167: Addition of new user via admin API in database
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12) AIT-42 Admin editing user via API

Objective

Action

Expected result
Actual result

Conclusion

Rhythm Paudel

To test if admin is able to edit a user detail with
valid access token.

1) Admin was logged in and access token
generated was pasted on Auth->Bearer
section.

2) URL was set to
localhost:3500/admin/users/{id}.
http://localhost:3500/admin/users/
680347918ceec635c7415354

3) Body was provided with all the required
fields.

{
"user":{
"firstname": "BIT",

"lastname": "42",

"email": "edited-ait-41@example.com”

}
}

4) Request was sent on put method.
Server should update the user in the database.
Server updated the user in the database.

Test was successful.

Table 67: Admin editing user(API)
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500/adminfusers/68034731 Status

Bady ' el Response

> | id: ObjectId('680347

'edited-ait-4

email :
firstname : "BIT"
lastname : "42"
dateOfBirth : 1990-05-15TGO:00:00.000+00:00

visaStamp : "none"

passportCopy : "none

password : "$2b$105V3n6I8JeqNzEdCgMBPSTD.53QS. .KjpwP7RS0g4KfVhlP1U2eInJa"

verificationStatus :
dateOfEntry : 2025-03-10TR0:00:00.000+00:00
nationality : "uS"
intendedDays : 30
deletionRequest : false
notificationToken : "'

v

rejected"

Figure 169: Updated user in database after updating via admin API
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13) AIT-43 Deleting a user via admin API

Objective To test if admin is able to delete a user.

Action 1) Admin was logged in and access token
generated was pasted on Auth->Bearer
section.

2) URL was set to
localhost:3500/admin/users/{id}.
http://localhost:3500/admin/users/
680347918ceec635c7415354

3) Request was sent on delete method.

Expected result Server should delete the user in the database.
Actual result Server deleted the user in the database.
Conclusion Test was successful.

Table 68: Deleting a user via admin API

Status:

Response

"message”:

Figure 170: User deleting via admin API
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14) AIT-44 Admin retrieving review of all places

Objective To test if admin is able to get all reviews.
Action 1) Admin was logged in and access token
generated was pasted on Auth->Bearer
section.
2) URL was set tohttp:/localhost:3500
/admin/users/reviews/getreviews
3) Request was sent on get method.

Expected result Server should fetch all the reviews in the database
Actual result Server fetched all the reviews in the database.
Conclusion Test was successful.

Table 69: Admin retrieving review of all places

Status

Response

Tokan Prefix

Figure 171: Admin reviews retrieval(API)
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15) AIT-45 Admin deleting a review via API

Objective
Action

Expected result

Actual result

To test if admin is able to delete a review.

1) Admin was logged in and access token
generated was pasted on Auth->Bearer
section.

2) URL was set to http://localhost:3500/
admin/reviews/deletereview/:locationid
[:reviewid

3) Request was sent on get method.
Server should fetch all the reviews in the database

Server fetched all the reviews in the database.

Conclusion Test was successful.
Table 70: Admin deleting a review(API)
1-9OF 9
_id: ObjectId('67c%9a35d3cacbeac30fb6223"')
* location : Object
latitude : -122.0795314
longitude : 37.4162147
v reviews : Array (1)
v 0: Object
text : "ajane@example.comsdf"
email : "rhythm@gmail.com"
firstname : "Rhythm"
lastname : "Paudel"
_id : ObjectId('67c9a25d3cacheac30fb6224'’
date : 2025-03-06T13:30:05.522+00:00
name : "Zareen's"
v: 0

Rhythm Paudel

Figure 172: Existing review before deletion(API)
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Figure 173: Deleting a review via admin API

_id: ObjectId('67c9a35d3cachbeac30fb6223"')
» location : Object
v reviews : Array (empty)
TTE e
v: o0

Figure 174: After review deletion via admin API
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16) AIT-48 Admin persistent login

Objective To test if admin login is persistent after
logging in.
Action 1) Logged in to the admin portal using

valid credentials.
2) Refresh admin panel.
Expected result Admin should be logged in even when the
page is refreshed.
Actual result Admin was logged in however, was not
logged in when page was refreshed.

Conclusion Test was not successful.

Figure 175: Admin persistent login(unsuccessful)

Admin Login

Figure 176: Admin panel login
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ecalrost

Dashboard Overview

Total Users Users by Age Group Top Reviewed Places

g Users 8 1
% Emergency Contacts ‘
3 g 8 g
8 g 9 - >3-
s 2 U 5 55

Rendews

= = % = b X
& Admins @ @ & 1 B a8

Notifications

Logout

Figure 177: Logged in admin panel

Admin Login

Username

Password

Figure 178: Login page despite cookies being saved

Reason: This was because the server was not able to parse the cookie from the browser.
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Correction Measure: A package was installed to parse the cookie in the server.

Objective To test if admin login is persistent after
logging in.

Action 1) Logged in to the admin portal using

valid credentials.
2) Refresh admin panel.

Expected result Admin should be logged in even when the
page is refreshed.

Actual result Admin was logged in even when the page
was refreshed.

Conclusion Test was successful.

Figure 179: Admin persistent login

.use(cookieParser());

.use('/', require('
.use('/register', require
.use('/ in', require('./ro
.use('/ esh', require('./
.use('/ t', require('./rou
use('/eme cycontacts',

.use(' ', require('./r

.use( ews ', require(’

.use( otification',requir outes/api/fire tification'))
use('/ in', require('

fverifyIWT',require('./ro

Figure 180: Using cookie parser in the backend server
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ocahost

Dashboard Overview

Total Users Users by Age Group Top Reviewed Places

. L I I
& Emergency Contacts 0 .
E 8
& 8
&

t

e - @3
] 8 =

3 < U 3 s
] 2 ] A 20

¥ Reviews z = < s 5
5 = g E
< x ] " @« ]

- a o -

2 Admins

Q Notifications
Latest Reviews

Logout

ANBIStage  fosboaten Cacve

Figure 181: Admin panel homepage
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4.4. System testing
4.4.1. System authentication testing

1) SYS-01 Invalid email format during registration

Objective To test if user can provide invalid format
for email during registration.
Action 1) Navigated to SignUp section.
2) Filled up first name and last name,
pressed next.
3) Entered random invalid email

address type.
4) Pressed next
Expected result Registration process should not move
further.
Actual result Registration process did not move further
Conclusion Test was successful.

Table 71: Invalid email format during registration
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|
fl

TourNepal

Sign in to your account

11369 val

TourNepal

Enter your Name

[ & Rhythm )

& Paudel

Figure 182: Registration navigation

Rhythm Paudel

TourNepal
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Rhythm Paudel

11379 v4n

TourNepal

Create your account

% islingtoncollege

nvalid Emall Format

E Date of Birth; Fri Apr 09 1999

Figure 183: Invalid email format error

TourNepal
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2) SYS-02 Empty fields during registration

Objective To test if user can provide invalid format
for email during registration.
Action 1) Navigated to Signup section.
2) Left first name and last name empty
3) Filled first name and last name, but
left email empty.

4) Pressed next

Expected result Registration process should not move
further.

Actual result Registration process did not move further

Conclusion Test was successful.

Table 72: Empty fields during registration test

Rhythm Paudel 186



CS6PO5NI Project TourNepal

1229 @ v4l 1230 @ van

TourNepal TourNepal

Enter your Name
Enter your Name

& Flrst Name
& Rhythm
Firat Name io requireg

& LastName & Paudel

Luat Name |8 requited

Already have an account? ST

Figure 184: Registering without and with name field
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1230 Q@ L Vil | 12319 o4t

TourNepal TourNepal

Create your account .
Create your account

= Emall
% rhythmpaudel@gmail.com

Emadl ix required

) T A V274
Date of Birth: Sun Apr 20 2025 Date of Birth: Thu Apr 20 2000

Usar Must be 81 least 16 years old

Already have an account? Sign In
Already have an accoum? Sign In

Figure 185: Registering without and with email and birth date field

Rhythm Paudel
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3) SYS-03 Registering without non-matching password

Objective To test if user can register without non-
register password
Action 1) Navigated to Signup section.
2) Filled up fields until password
screen popped up
3) Entered different password in
required fields.
4) Pressed next

Expected result Registration process should not move
further.

Actual result Registration process did not move further

Conclusion Test was successful.

Table 73: Registering without non-matching password
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1238 © v4in

TourNepal

Secure your account

[ @& firstpassword @ )
& isdifferentthanpreviousone @
Passwords do not match

Already have an account? Sign In

Figure 186: Continuing with different password
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4) SYS-04 Registering a user

Objective

Action

Expected result

Actual result

Conclusion

TourNepal

To test if user is able to register

successfully with all credentials.

1)
2)
3)

4)

5)

Navigated to Signup section.

Filled up all the required credentials.
Camera was selected and photo
was captured for visa and passport
copy.

Country was selected from
dropdown menu.

Clicked on Sign up

Completion of registration process should

create a user.

Completion of registration process created

a user.

Test was successful.

Table 74: Registration of user testing

Rhythm Paudel
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1255 @ v4l

TourNepal

Enter your Name

12:56 © il

TourNepal

Create your account

| & Islington )

& College

= islingtoncollege@gmail.com

m Date of Birthe Thu Ape 20 2000

Previous

Already have an ace

ount? Sign In

Figure 187: Registering fields(1)

Rhythm Paudel

TourNepal
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1257 9 iR

TourNepal

Secure your account

| & Islingtoncollege@? @ |

& Islingtoncollege@ )

Alraady have ar

unt? Sign Ir

Figure 188: Registering user(2)
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TourNepal

Upload Documents
(V] Upload Passport
Upload Image
Choose an option
o Upload Visa

CANCEL CAMERA

GALLERY

s an account? Sign In

Already have

Figure 189: Registering user(3)
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Select Nationality
Afghanistan
Albania

Ageria TourNepal

Andorra Additional Information

Angola

iz

Antigua and Barbuda
(Q United Kingdom User created

Argentina The user was successfully created, Please
login to continue
A 20

Armenia

Australia
Austria Sign In
Azerbaljan

Bahamas

Bahrain

Bangladesh

Figure 190: Registering user(4)

_id: ObjectId('68049f79ab3538621359de29"')

email : "islingtoncollege@gmail.com"

firstname : "Islington"

lastname : "College"

dateOfBirth : 2000-04-20T06:44:00.000+00:00

visaStamp : "https://res.cloudinary.com/dvnnduvi3/image/upload/v1745133433/ujxgnd7u.."
passportCopy : "https://res.cloudinary.com/dvanduvi3/image/upload/v1745133432/ssgwpsfx."
password : "$2b5103559mmyAhdEgMTYCL72sSBnuOual5/20yjAQsxfn8gy8AuTwiXQN2Dy"
verificationStatus : "pending"

dateOfEntry : 2025-04-16T06:44:00.000400:00

nationality : "GB"

intendedDays : 20

deletionRequest : false

v: Qo

Figure 191: User registration in database

Rhythm Paudel 195



CS6PO05NI Project

TourNepal

5) SYS-05 Registering with an existing email

Objective

Action

Expected result

Actual result

Conclusion

Rhythm Paudel

To test if user can register with an
existing email

1) Navigated to Signup section.

2) Filled up all the all the details but
used previously registered email.

3) Camera was selected and photo
was captured for visa and passport
copy.

4) Country was selected from
dropdown menu.

5) Clicked on Sign up

Registration should not be complete with
an exisiting email.

Registration was not completed with an
existing email.

Test was successful.

Figure 192: Registering with an existing email
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s il
TourNepal TourNepal TourNepal
Enter vour Name Create your acoount Secure your acoount
& Rhythm } = islingtencollege@gmad com 8 Random@1 ®
& Paucel & | it Sen Apr 20 1697 & Random@l =
D @B
Alioady have an azcoont? Sign In 2 dy b accoum? Sign ln Altaady havn an account? Sign In

Figure 193: Registering with existing email testing(1)

TourNepal
TourNepal P
Additional information
Upload Decument
o Uplany Psaport
N
(\3 Armenia /
] Upisad Visa
512

Figure 194: Registering with existing email testing(2)
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Existing user

Please signup with diffecent emall

Registering User

Figure 195: Registration failed with same email
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6) SYS-06 Bypassing document registration

Objective

Action

Expected result

Actual result

To test if user can bypass document
upload procedure.

1) Navigated to Signup section.

2) Filled up all the fields but pressed
signup without uploading
documents.

Registration process should not move
further.

Registration process did not move further

Conclusion Test was successful.

Table 75: Bypassing document registration testing

=20 van

TourNepal

Upload Passport
Upload Visa

Previous

Signin

Figure 196: Bypassing document during registration

Rhythm Paudel
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7) SYS-07 Logging in with valid credentials

TourNepal

Objective To test if user can bypass document

upload procedure.

Action 1) Entered valid registered user
credentials
Expected result User should be logged in and navigated to
homescreen.
Actual result User was logged in and navigated to
homescreen.
Conclusion Test was successful.
Table 76: Logging in with valid credentials test
TSEQ 158 § T
% TourNepal A
TourNepal
Sign In 10 your account
& islingtoncollegef@gmail.com
& Islingtoncollege®? @
117 Sign'\
Recommendation By TourNepal
L
Patan Lumbini
Figure 197: Logging in with valid credentials
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8) SYS-08 Logging in with incorrect password

Objective To test if registered user can login with
wrong password
Action 1) Entered valid email address but
entered incorrect password.
2) Pressed log in.
Expected result User should not be logged in and should

Actual result

Conclusion

Rhythm Paudel

get a proper message.
User should not be logged in and should
get a proper message.

Test was successful.

Table 77: Logging in with incorrect password

2219

TourNepal

gn in 1o your account

& islingtoncollegeg@gmail com

Login Failed

] Wrongpassword « Incorrect password

m? Sign Up

Figure 198: Incorrect password error message
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9) SYS-09 Unregistered user logging in

Objective To test if unregistered user can login
Action 1) Entered invalid email address and
random password.
2) Pressed log in.
Expected result User should be receive a proper message
indicating user is not registered.
Actual result User received a proper message indicating
user was not registered.

Conclusion Test was successful.

Table 78: Unregistered user logging in

2339

& notregistered@gmail.com

Login Failed

& rendompassword User Is not registered

Figure 199: Unregistered user trying to login
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10) SYS-10 Logging in without credentials

Objective To test if user is able to login with empty
fields
Action 1) Logged in without providing any

fields for login
2) Pressed log in.
Expected result User should be receive a proper message
asking for fields to be filled.

Actual result User received a proper message asking for
fields to be filled.
Conclusion Test was successful.

Table 79: Logging in without credentials

1N2%09

TourNepal

10 your account

Login Failed

Emait and password 5 required

Figure 200: Login without any fields
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11) SYS-11 Persistent login in mobile application

Objective To test if user stays logged in after re-
opening the application
Action 1) Logged in using valid credentials.
2) Closed the application.
3) Reopened the application.
Expected result User should not have to re-login to the
application after re-opening the application.
Actual result User did not have to re-login to the
application after re-opening the application.

Conclusion Test was successful.

Table 80: Persistent login in mobile application

L) T

TourNepal

& islingtoncollege@grnall. com

8 islingtoncollege@? @

Recommendation By TourNepal

L

)

Figure 201: Logging in (test for persistent login)
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1379 van

G $ @

Gmail Maps GRS Emulastor YouTube

EOE D

Calendar Camera Chrome Clock

@

a & QO ™

Contacts. Drive Files Gmail

G Vv 9 e

Google GPS Emidator Maps Messages

C & b %

Phone Photos Play Store Safety
Senings TMoble
YT Music

Figure 202: Persistent login
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4.4.2. Location tasks testing

1) SYS-12 Viewing restaurants in default settings

Objective

Action

Expected result

Actual result

Conclusion

Rhythm Paudel

To test if user is able to view restaurants
(default destination type) within 5 K.M.
(default radius type)

1) Navigated to search section from the

bottom navigation bar.

User should be able to view restaurants
near user’s device location within 5K.M of
radius.
User was able to view restaurants near
user’s device location within 5K.M of
radius.

Test was successful.

Table 81: Viewing restaurants in default settings
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van
& TourNepal A ‘ % TourNepal A
(;}u_id,é\By.élIuﬁ - Q
- )
Search All
SKM.

View More

Bagaan Thakali Kitchen

(4.6/5)
e v
ialy Fronios VI:F:o‘a:tauram Lounge Bar
')

View More
Little Buddha Restaurant
(4.3/5)
T J—
e > Jasper Restaurant
- (4.7/5)
e e e

Figure 203: Default destinations search

Rhythm Paudel
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2) SYS-13 Refreshing radius slider to update restaurants

Objective

Action

Expected result

Actual result

Conclusion

Rhythm Paudel

To test if user is able to get newer
restaurants when changing radius
slider.
1) Navigated to search section from the
bottom navigation bar.
2) Changed radius slider, reducing
radius to 3K.M
User should be able to view restaurants
near user’s device location within 3K.M of
radius.
User was able to view restaurants near
user’s device location within 3K.M of
radius.

Test was successful.

Table 82: Refreshing radius slider to update restaurants
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Italy France

Figure 204: Navigating to search section

Rhythm Paudel

TourNepal
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e T e T
' 4
& &

TourNepal A TourNepal A
Type 1o search Q Type to search Q
T [ G——
—e SKM.| —@ 3KM.

s e
W VIP Restaurant Lounge Bar
(4.3/5)
s e
Little Buddha Restaurant
(4.3/5)
View More
Jasper Restaurant
(4.7/5)
View More

View More

Bagaan Thakali Kitchen

(4.6/5)

Koyla Tandoori Restaurant

(5/5)

View More

+ . R. RROOF TOP Restaurant &
=1 SEKUWA CORNOR

(4.3/5)

View More

=% Rowdy lounge and restaurant
(3.9/5)

View More

Luswaa Nasha Cheen (Newa
Kitchen)

(4.7/5)

View More

Kausi Restaurant

T RIS

Rhythm Paudel

< ’
1! AN
u Q hY

Home Search

Figure 205: Restaurants filtering with radius

TourNepal
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3) SYS-14 Destinations fetching by radius

Objective To test if user is able to view
destinations when changing destination
type

Action 1) Navigated to search section from the

bottom navigation bar.
2) Change the type to destinations.

Expected result User should be able to view destinations
near user’s device location within 5K.M of
radius.

Actual result User was able to view destinations near
user's device location within 5K.M of
radius.

Conclusion Test was successful.

Table 83: Destinations fetching by radius
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[ssira i |omea T

% Touieol 2 w‘ TourNepal A
Type to search Q Type to search Q
B - e | —
S5K.M. . SK.M.
Lavie Garden
{4.6/5)
View More
PSR viewwore
Chez Caroline
{4.5/5)
View More

-

_— ~ Patan Museum
- Walnut Bistro - Restaurant in - A are)
=¥ Kathmandu SRR

i -
Ratna Park

Yangtaru Sekuwa Corner St

i -
T —

Bagaicha - Best Fine Dining
Restaurant in Kathmandu

1 e YA

Patan Darbar Square
(4.6/5)

Figure 206: Destinations fetching by radius
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4) SYS-15 Refreshing radius slider to update restaurants

Objective To test if user is able to get newer
destinations when changing radius
slider.

Action 1) Navigated to search section from the

bottom navigation bar.
2) Changed the type to destinations.
3) Adjusted the radius slider to view
new destination

Expected result User should be able to view destinations
near user’s device location within 8K.M of
radius.

Actual result User was able to view destinations near
user's device location within 8K.M of
radius.

Conclusion Test was successful.

Table 84: Refreshing radius slider to update restaurants
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Type to search

Restaurants

Garden of Dreams
(4.2/5)

. Patan Museum
(4.6/5)

N

Ratna Park

(3.9/5)

Patan Darbar Square
(4.6/5)

w4l

A
Q

Search All

SK.M.

View More

View More

View More

View More

1009 ¢ 0 van
ﬁ TourNepal A
Type to search Q
NUNRR T —
— 8 a
TSR 3249 JaqHAET A
(3.8/5)

) Spiritual Theme Garden

(5/8)

View o

| RE

(5/5)

Garden of Dreams
(4.215)

Patan Darbar Square
(4.6/5)

Search

Figure 207: Refreshing radius slider to update restaurants
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5) SYS-16 Search any place feature

Objective To test if user is able to search any
places without location and radius
restriction.

Action 1) Navigated to search section from the

bottom navigation bar.

2) Changed the type to Search All.

3) Searched place name an pressed
search

Expected result User should be able to view results for
searched place.

Actual result User was able to view results for searched
place.
Conclusion Test was successful.

Table 85: Search any place
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1025% 0

% TourNepal A W;' TourNepal

Type to search Q  [offee station islington
Sy gy R —
_— @ 8 K.M.

Coffee Station - Islington College
(4.4/5)

T —

- Coffee Station - Coffee Shop In
- Nepal
(4/5)

[ e

LOADING

Loading Places Nearby

Figure 208: Search any place feature
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6) SYS-17 Search filter for fetched location

Objective To test if user is able to search through
filtered location and destination type.
Action 1) Navigated to search section from the
bottom navigation bar.
2) Searched for a place in fetched
location.
Expected result User should be able to view results
according to search if available.

Actual result User was able to view results according to
search.
Conclusion Test was successful.

Table 86: Search filter for fetched location

aﬁ TourNepal TourNepal

P &
) 1
Type to search Q Q
- Destinations Search All - Destinations Search Al

—e S5KM. | —® SK.M.
MR Lavie Garden Bhojan Griha
4.6/5) (4.3/5)

O e (T J—
Walnut Bistro - Restaurant in f Jimbu Thakali by Capital Grill
Kathmandu (4.3/5}

st T
% The Urvin's Garden Restaurant

ece (4.6/5)

D . e

B Bhojan Griha
D v

ﬁ Chez Caroline
(4.5/5)

Figure 209: Search filter for fetched location

Rhythm Paudel 217



CS6PO05NI Project TourNepal

7) SYS-18 Navigating to google maps via application

Objective To test if user can navigate via google
map of selected location.
Action 1) Navigated to search section from the
bottom navigation bar.
2) Clicked on navigate for redirection.
3) Revisited the application.
4) Clicked on view more of any place.
5) Clicked on navigate
Expected result User should be redirected to google maps
with exact location pinned both ways.
Actual result User was redirected to google maps with
exact location pinned both ways.

Conclusion Test was successful.

Table 87:Navigating to google maps via application
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TourNepal

8) SYS-19 Description of restaurants

Objective

Action

Expected result

Actual result

Conclusion

Rhythm Paudel

To test if user can view description of
selected restaurants.
1) Navigated to search section from the
bottom navigation bar.
2) Chose destination type as Search
All.
3) Searched Aangan and clicked on
view more.
User should be able to view the description
of the restaurant, if well-known.
User was able to view. The description of
the restaurants.

Test was successful.

Table 88: Description of restaurants
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other light vegetarian fare
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Figure 212: Description of restaurants
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9) SYS-20 Description for less popular restaurants

Objective To test if user can view description of
selected less-popular restaurants.
Action 1) Navigated to search section from the
bottom navigation bar.
2) Clicked on view more for unknown
restaurant name.
Expected result A proper message should be shown if
description is unavailable for the place.
Actual result A proper message was shown for less
popular place.

Conclusion Test was successful.

Table 89: Description for less popular restaurants
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TourNepal

10) SYS-21 Description for destinations

Objective

Action

Expected result

Actual result

Conclusion

Rhythm Paudel

To test if user can view description of
selected destination.
1) Navigated to search section from the
bottom navigation bar.
2) Switched destination type to
destinations.
3) Clicked on view more for a
destination.
Description of the selected destination
should be shown.
Description of the selected destination was
shown.

Test was successful.

Table 90: Description for destinations
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Figure 214: Description for destinations
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4.4.3. Profile and reviews testing

1) SYS-22 Reuploading documents

Objective To test if user can re-upload documents
after verification rejected.
Action 1) Navigated to profile section from the
bottom navigation bar.
2) Clicked on upload passport and visa
button.
3) Captured dummy images
4) Clicked on resumbit.
Expected result User’s document should be resubmitted
and verification status should change from
Rejected to Pending Verification.
Actual result User's document was resubmitted and
verification status was changed from
Rejected to Pending Verification.
Conclusion Test was successful.

Table 91: Reuploading documents
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% TourNepal

Name:

Islington College

Date of Birth:

4/20/2000

Email:

islingtoncellege@gmail.com

successfully.

Request Profile Deletion

Documents Updated
Change Password
Your documents have been updated

Visa Status: Rejected

@ Upload Passport

& Upload Visa

Resubmit

Profile

Figure 215: Reuploading documents

Rhythm Paudel 228



CS6PO05NI Project

TourNepal

2) SYS-23 Verified user leaving a review

Objective

Action

Expected result

Actual result

Conclusion

Rhythm Paudel

To test if verified user can leave a review
in any place.

1) Logged in from a verified user
account.

2) Navigated to search section from the
bottom navigation bar.

3) Changed destination type to Search
All and searched Coffee Station
Islington

4) Left a review.

User should be able to leave a review
successfully.
User was able to leave a review
successfully.

Test was successful.

Table 92: Verified user leaving a review
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Figure 216: Verified user leaving a review
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3) SYS-24 Unverified user leaving a review

Objective

Action

Expected result
Actual result
Conclusion

Rhythm Paudel

To test if unverified user can leave a
review in any place.
1) Logged in from a unverified user
account.
2) Navigated to search section from the
bottom navigation bar.
3) Changed destination type to Search
All and searched Coffee Station

Islington
4) Added a review.

User should not be able to leave a review.
User was not able to leave a review.

Test was successful.

Table 93: Unverified user leaving a review
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Figure 217: Unverified user trying to post a review
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4.4.4. Admin tasks testing

1) SYS-25 Admin login test

Objective To test if admin is able to login with valid
credentials.

Action 1) Logged in using valid credentials

Expected result Admin should be redirected to homepage.

Actual result Admin was redirected to homepage.

Conclusion Test was successful.

Table 94: Admin login test

Admin Login

Figure 218: Admin logging in
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Figure 219: Admin dashboard

2) SYS-26 Admin adding user

Objective To test if admin can add a new user for
mobile application.
Action 1) Navigated to users section from the
sidebar.
2) Clicked on add user.
3) Filled up all the required details.
4) Clicked on add user

Expected result A new user should be added
Actual result A new user was added.
Conclusion Test was successful.

Table 95: Admin adding user
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Figure 222: Addition of new user
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Figure 223: Profile view of added user on Mobile app
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3) SYS-27 Verifying user status

Objective

Action

Expected result
Actual result
Conclusion

Rhythm Paudel

To test if admin can verify/reject user
document status.
1) Navigated to users section from the
sidebar.
2) Clicked on edit.
3) Changed the status of user from
rejected/pending to verified
4) Clicked saved.
User status should be updated to verified.
User status was updated to verified.

Test was successful.

Table 96: Verifying user status

620 vl

& TourNepal A
Profile

Name.

Islingten Coliege

Date of Birth

4720/2000

Emuaill

Islingtoncollege@gmail.com #

Change Password

Request Profile Deletion
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Figure 224: User status before verification
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Figure 226: Verifying user(2)
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4) SYS-28 Casting notifications

Objective To test if admin can send notification to
specific/ all users.
Action 1) Navigated to notifications section
from the sidebar.
2) Added title and body
3) Sent to all users.
4) Added title and body.
5) Sent to specific user only.

Expected result User status should be updated to verified.
Actual result User status was updated to verified.
Conclusion Test was successful.

Figure 228: Notification casting
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Figure 229: Casting notification to all users
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Figure 230: Casting notification to specific user
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4.5. Critical analysis

The testing phases played a crucial role in the development. Several types of testing were
performed, that ensured the application worked properly and handled errors in an efficient
way. Three main types of testing were performed, which almost covered all the aspects of
the application. Repeated testing was ignored, like review deletion from Ul and API, as it

contained repetitive procedures.

For the most part, unit testing, Jest, was used, which is used to mock several controllers
and test logic. Similarly, for API integration, Postman/Thunder-Client were switched
according to the features these API test applications provided. Some unexpected events
were countered during the testing procedure; however, they were solved without altering the

required outcome.

In conclusion, these tests played an important part in stabilizing the application. Additionally,
unexpected logical and syntax errors that could have been encountered after the
deployment of the application were handled before deployment, enhancing the experience
of the application.

Rhythm Paudel 243



CS6PO05NI Project TourNepal

Chapter 5. Conclusion

The TourNepal, an astounding application, was designed to deliver a tourist-driven platform
that could help tourists visiting Nepal in a couple of ways. The application primarily focuses
on the main problems a tourist has to face in Nepal or in any country most often like having
to deal with non-relevant reviews of a place. The technologies used for the development of
the application was chosen very wisely. The used technologies are very active and widely
used making it easier to update, upgrade or configure errors.

5.1. Legal, Social and Ethical Issues
5.1.1. Legal issues

The purpose of this application is to help tourists during their stay in Nepal, it might introduce
various legal issues. One of the main concerns is data and privacy protection. The
application collects confidential information of tourists, like their visa and passport details, to
verify that the users are tourists, and if that information gets leaked or misused, it will impact
the app’s reputation and could lead to legal problems.

According to the Privacy Act,2075, if any data leaks or unauthorized handling has been
performed of any personal information, the government could charge up-to Rs.30,000 and
imprisons the related person up-to 3 years (lawcommission.gov.np, 2018). (Additional

details on leqal issues can be found in Appendix G)

5.1.2. Social Issues

In addition to the legal issues, there are some social issues that can arise with this
application. The app focuses on preventing scams and mistreatment of tourists visiting
Nepal which could create a negative and a bad reputation of Nepal and Nepali people. This
could also show that Nepali people are not trustworthy, and Nepal is not safe for tourists,

leading to misunderstanding and social issues. (Additional details on social issues can be

found in Appendix G)
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5.1.3. Ethical Issues

Lastly, there are also some ethical issues that come up with this app. One of the main ones
is how the user’s data are used because the app collects sensitive information from the user.
This app could face some ethical issues if the data collected are not secured and used fairly.
For example, if tourists don’t fully understand why their visa details are needed, it raises
concerns about the app’s ethics. Therefore, the app should be responsible to clearly explain

what’s being collected and used in its privacy policy. (Additional details on ethical issues

can be found in Appendix G)
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5.2. ADVANTAGES

The TourNepal application comes with a lot of benefits, making it an easy choice for tourists

in Nepal. Some of the advantages of the application are listed below:

)

i)

ii)

Vi)

vii)

The application provides a list of restaurants or destinations around their actual
location.

The application lets the user decide, the radius of the destination, user is comfortable
to travel.

The application provides list of all emergency contacts in a single place, where user
will not have to go through internet every time for an emergency case for every
situation.

The user using the application will be updated about the events, disaster or any type
or disruption that might take place when user travel within, or outside of the valley.
For any place unlike google maps, the reviews will be authentic and will only be
relevant to tourists.

Admin will have the control over the use of application, making application genuine,
trustworthy and in-some cases helpful for providing information, if required by
government, in case of emergency.

The development was done thoughtfully, where application is open for modification
without altering the existing functions.

Rhythm Paudel 246



CS6PO05NI Project TourNepal

5.3. Limitations

i) Application is dependent on internet, therefore if there is not proper availability of
internet, the application will not work properly.

ii) In the current context, the application is working with Google Maps API; hence, if
Google Maps APl has some technical issue, the issue will be reflected in the
application as well.

iii) The application is not currently designed to support large scale workloads, however
on demand the environments can be switched according to the need.

iv) Application does not automatically identify suspicious activities, which makes

application filtering manual by admins.
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5.4. Future work

i) Offline support for basic functionality will improve the user experience.

i) Adding functionality where user can directly book hotels, for restaurants for dining.

iii) B2B portal for adding custom restaurants, hotels or destinations, rather than relying
on google maps API.

iv) In-app cab booking system for easy access of long/short route travel for users.

V) Famous sites and events managing system designed solely for tourists.

Vi) In-app e-sim purchasing facility and activation service in collaboration with carrier

services.
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Chapter 7. Appendix
7.1. Appendix A: Phases of methodology

7.1.1. Initiation phase

In the initial phase, the topic for development was selected, taking into consideration the
current context problem.After the selection of the project, scopes, objectives, and
requirements were gathered in surface level for a better understanding of the application
requirements. This was performed with discussion with stake-holders. Feasibility of the

project is performed in this phase.
7.1.2. Sprint planning phase

In Scrum, the sprint planning phase is one of the most important phases, where at the
beginning of every sprint, a planning/meeting phase was conducted. This ensured the
project was being developed as per plan and that changes were needed to make. This also
made sure the project was within scope.

7.1.3. Execution phase

This phase includes the development of the project. Multiple broken steps were developed
in an iterative manner, which includes stand-up meetings for making everything up-to-date
and updated. Core features of the application, like user authentication, Google map
integration, admin panel functionalities, and notifications features, were developed and

improved in this phase.
7.1.4. Review Phase

There are several steps performed in each sprint. It is necessary to understand if there
have been changes, or anything is not according to the sprint plan. To overcome this, a
review phase was held that ensured the collection of feedback through stakeholders. This
phase also makes sure if any further improvements are needed to be carried out in next

sprint.
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7.1.5. Sprint Restrospective Phase

In this phase, a discussion is carried out on what went well, challenges faced, and
improvements made. The review phase also concludes if any changes are needed to be
added in the next sprint.

7.1.6. Final Testing and Deployment Phase

This is the final phase of the scrum methodology. In this phase, a comprehensive testing
is performed. Several testing techniques, like unit testing and system testing were
performed. If any bugs and error are found, it was solved in the testing phase. After the
testing was performed, and application was ready to deploy, deployment process was
begun. Similarly, project was closely monitored and evaluated for future scalabilty.
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7.2. Appendix B: Selected methodology

Scrum Methodology has been increasing due to its flexibility and adaptability, which is one
of the major reasons for this project to work on the Scrum framework. Being able to manage
sprints, it will be easy to make continuous improvements to the project. (Sutherland, 2020).
This methodology stands out compared to other methodologies in trend. Another popular
methodology Kanban lacks the iteration where there could be an improvement. This
indicates that there needs to be a very definite and defined version of the features.
(Atlassian, 2024).

Scrum is a management framework that will help the members to work on a common goal
with proper communication and collaboration that will hold multiple meetings with the team
(AWS, 2024). In Scrum, tasks are divided into various sprints. Each sprint consists of a
single task that needs to be completed in the given timeframe. Multiple iterations are also
performed to meet the requirements of the project.

Due to Scrum'’s iterative approach, it allows for frequent feedback and improvement in each
sprint, which ensures a proper delivery of features required. Scrum methodology’s ability
to adapt to changing requirements and ensure a timely delivery of the features makes it

the best-suited methodology for this application.
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7.3. Appendix C: Considered methodology
7.3.1. Waterfall Methodology

Waterfall methodology is a linear project management methodology that has a well-defined
start and end. This methodology is best suited for the projects that has clear objectives and
are highly predictable (Hoory & Bottorff, 2024). Since this project needs a constant change

the waterfall methodology was rejected.

Requirements
Analysis
Design

Implementation

Testing

Maintenance

Figure 232: Waterfall methodology

(Indeed Editorial Team, 2024)
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7.3.2. Kanban Methodology

TourNepal

Kanban methodology is a project management method where cards are used knowing and

updating the upcoming, completed and current task. It ensures the right amount of work is

being done at the right time, also known as closed-loop process (Wakode, et al., 2015).
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7.3.3. Spiral Methodology

Spiral Methodology is a combination of waterfall and prototyping model. This methodology
works in an incrementing order. For each iteration a working prototype is prepared and is
updated with user feedback (Ganney, et al., 2020).

Cumulative Cost
Progress

Determine
Objectives

Identify and
Resolve Risks

Risk Analysis

" Require-
/ ments
Review Plan
— Concept —
A Concept of oRfequlra
A Operation 2 e
ments Require Detailed
ments Design
- Draft
Development
Plan

Verification
Test Plan and Validation
Plan the Integration De:;?rlo‘?tment
. y anda lesting
Next Iteration _Test /

Implementation RIS

Release

Figure 234: Spiral methodology.

(Sitesbay, 2024)
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7.4. Appendix D: Requirement analysis

1.

2.

System: Windows OS or Mac OS
Text Editor/ IDE: Visual Studio Code

Visual Studio Code is lightweight text editor software that supports the tech stack
mentioned in this project well. Many other text editors or IDE were taken into
consideration like android studio. However, different code platform requires different
setup configurations. Since visual studio code is very popular amongst most
developers. Many extensions and packages are also available on visual studio
which will make the development process easier.

Postman/Thunder-client: Postman and thunder-client are highly useful for testing
out API during backend development. These tools not only help to check endpoints
but also provides a various option for manipulating data sent to the backend like
headers or cookie. Extension for thunder-client in VS Code was used, however; for

postman the application was used.

Git: Git is highly required for this project development for version controlling
purposes to prevent any major errors that might occur when developing (Jacobs, et
al., 2022). This means the git, for every commit or for every permanent change
made, it creates a track, which is highly useful for rollback purpose if any unexpected

errors are encountered.
Frontend Development: JavaScript, React-Native, React.

JavaScript was mostly popular for building logic in client-side for websites. Every
logic handling part like dynamic data changing that happens in any websites is due
to the JavaScript code behind it (Amazon Web Services, Inc., 2025). However, with
time JavaScript became popular for server-side development as well. Ever since JS
became popular amongst developers and the community grew big.

React was developed by Meta (formerly known as Facebook) for web-app
development. React replaces traditional way of web-development, where pages are
also developed on JavaScript.
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React-Native is used for the development of this project for mobile application, as it
helps in cross-platform development, and is entirely based on JavaScript also

developed by Meta.

Backend Development: Express.js, Node.js

For the simplification of development, JavaScript is used for the backend as well.
Similarly, node.js is built on a JavaScript engine that compiles the code directly into
machine-native code (Opends Foundation, 2024).

Express JS is popular for routing purpose in backend. It handles all the routing
related functionalies like handling post, get, put, or delete requests.

MongoDB: Since this project may require constant changes in features that might
alter the data structure, the NoSQL-based database MongoDB is chosen.

Rhythm Paudel 261



CS6PO05NI Project TourNepal

7.5. Appendix E: Logical data model

Logical data model is used to define the schema of the organization rather than defining the
database. This is not dependent on the database; however, it is similar as it is a collection
of entities and attributes. Later, the logical data model is converted into a physical data model
(IBM, 2021).
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7.6. Appendix F: Client description and requirements

Client Description: Tripe R, a travels and tour company, recently coming into market for
exposure and working on travel sector of Nepal has been chosen to be the client of this
application. Mrs. Ambika Gyawali, the managing director of this company wanted a similar

application that could be beneficial for the tourists here in Nepal.

Mrs. Gyawali had been actively seeking a developer for similar application for it to be
provided to their customers. The meeting with the client made it clear that this project would

fit the best as per his requirements and needs.
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Client Requirements:

The application should let any users to be registered and logged in.

The users of the application should have their data properly encrypted during verification,
login or registration process.

The users should be restricted to perform actions if they are not fully verified.

The application should be made simple and minimal for avoiding confusion regarding
functions from within the app.

In case of system failure, the crash should be handled properly by the system.

The user should have the ability to delete the profile if approved by the admin.

User should be recommended with nearby places of preferred distance, along with a search
feature.

An admin panel should be created for handling all the user related activities.
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7.7. Appendix G: Post survey result

These are the insights of the feedback collected:

All the participants overall had a good experience with the application.

All the participants expected the application to be beneficial.

Some of the participants struggled with the registration step as it was lengthy.
According to the survey, the participants were also confident with the accuracy of the
results.

Almost all the survey participants were satisfied with the user-friendliness of the
application.

Survey participants responded in support of TourNepal being significantly better than
other travel companions in the current context of tourists coming to visit Nepal.

Overall, the participants shared a positive view and experience of the application.

The participants also believed the application to be more useful and could be improved
further.
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7.7.1. Questions and responses

) Overall application expeirence
a C?ve«allApolka!ionEmerieme ¢ -~
Choke Totad
®  Extremely Usetul 5
®  \ry Useful 3
®  Moderatedy Useful 3
Skghtly Useful o
®  NotUseful at A¥ o
Figure 235: Overall application experience (survey response)
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Figure 236: Most relevant features (survey response)
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) How effectively can you use the app’s search features?

TourNepal
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Figure 237: Search feature (survey response)

IV)  How confident are you in the accuracy of information provided by the app?
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Figure 238: Application accuracy (survey response)
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V) From your professional perspective, how user-friendly is the application?
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Figure 239: User-friendliness (survey response)

VI)  How does this app compare to other travel support tools you've used? (In context of
tourist visiting in Nepal)
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Figure 240: Similar application comparison (survey response)

Rhythm Paudel 268



CS6PO5NI Project TourNepal

VII)  How useful are the app’s notification features for your work?
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Figure 241: Application usefulness (survey response)

VIII) How much potential do you see for this app in expanding travel services?
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Figure 242: Potentiality of application (survey response)
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IX)  How easy was the registration and document upload process?

Huwe easy was the registration and docement upluad prucess?

VutlpleChoce
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Figure 243: Registration process (survey response)

X) How effective did you find the destination and restaurant search functionality?

Haows effective did you hind the destination and restaurant search functivrality?
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Figure 244: Search functionality effectiveness (survey response)
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Xl)  How effective is the document-verified review system?

Haws ef e live is the document-veriled revieaw system?
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Figure 245: Review system effectiveness (survey response)

XIl)  Additional comments or specific insights about the TourNepal application:

a12 Additional comments or specific insights about the TourNepal application: "
Esxan
Date : Answers
Mar 28 The reason | put somewhat better In-comparison to other applications is because of missing features, like hotel booking.
Mar 28 The application has very high potentlal, and can be made much much better
Mar 27 The application is great so far, However, some limitations could be found in the application,

Figure 246: Additional comments (survey response)
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7.8. Appendix G: Legal, Social and Ethical Issues
7.8.1. Legal issues

Another legal concern is how the app uses services like Google Maps. The app uses Google
Maps for navigation, which makes it easy for tourists to directly open the directions to the
destination they want to visit. While this feature is very helpful, the app has to follow Google’s
terms of service. If the app breaks Google’s rules, such as by going over the free API usage
limits or not crediting them properly, then it could result in legal issues like getting banned

from using their services and facing high charges for the misuse (Google, 2025).

Additionally, this app also comes with the concerns about discrimination against people.
For example, if someone’s visa gets rejected based on their nationality, visa type, or other
reasons, it might be seen as unfair and raise a concern about discrimination leading to a

bad reputation of the app as well as causing someone to file a lawsuit against the app.
7.8.2. Social issues

Another social issue of this app related to accessibility and the digital knowledge of the
users. Some tourists who visit Nepal are not always young, good with technology, and carry
a smartphone with data. Older tourists, those who come from places with less technological
knowledge, and those who don’t have data on their smartphones, might have a hard time
using the app or may not be able to use the app at all. This means that although the app
is developed to help people, it might only be helpful to a specific group of people.

Additionally, the app suggests popular tourist destinations, restaurants, and services, which
is one of the most important features of this app. However, this could lead small and local
businesses to be left out. For example, there are many small businesses in Nepal that don’t
have online reviews or websites, and if tourists only go to the top restaurants and places
suggested by the app, it might harm the smaller businesses that only rely on foot traffic.
This could also stop tourists from connecting with Nepali people, exchanging cultures,
learning from each other and experiencing the authentic experience.
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7.8.3. Ethical issues

Since the app provides recommendations for destinations and restaurant it might look there
is a paid promotions instead of suggestions based on fair criteria. If businesses can pay
the app to be featured on it without informing the user, it might raise ethical concerns and
biases. Also, putting profit over accuracy can damage the app’s reputation. Furthermore,
only featuring businesses that are popular among tourists can be unfair to small local
businesses. Instead of only suggesting popular destinations, suggesting diverse
destinations can not only enhance the tourists' experience in Nepal but also be fair to all
kinds of businesses and destinations. Finally, although English is an international
language, many tourists who visit Nepal might not speak English and if the app has its
privacy policy in a language users don’t understand then they aren’t informed about how
their data is being used which also raises ethical issues.
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7.9. Appendix H: Designs

7.9.1. Gantt Chart

TourNepal 100%
Requirement Gathering (Sprint 1) 100%
Sprint Planning 100%
Brainstorm & Reguirement Analysis 100%
Technnlegy Research 100%
Sprint Review 100%
Features/Stack Finalization (Sprint...  100%
Sprint Planning 100%
Finalize Core Features 100%
Finalize Tech Stack 100%
Sprint Review 100%
Project Setup (Sprint 3) 100%
Sprint Planning 100%
Project Structure Setup 100%
Gnogle Maps APl Research 100%
Guoogle Maps APl Implementalion 100%
Sprinl Review 100%
Backend/Authentication (Sprint 4) 100%
Sprint Planning 100%
Node/Express Setup 100%
MangoDE Setup 100%
Authentication Flow 100%
Aulhentication Endpoints {Register/L... 100%
JWT Verilication Middleware 100%
Sprint Review 100%
Backend Development (Sprint 5) 100%

Figure 247: Gantt chart (1)
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Sprint planning 100%
Restaurant APl Development 100%
Destination API Development 100%
User related ap! develepment 100%
User Detail & Document Verification ... 100%
Firebase Setup 100%
Emergency Contacts API 100%
Sprint Review 100%
Fr d Ul Develop {Sprint 6) 100%
Sprint Planning 100%
Auth Screens {LogIn/Reglster) 100%
Document Upload UI 100%
Ul Navigalion Selup 100%
Deslinalion Lisling Integration 100%
Reviews Ul Companent 1005
Sprint Review 100%
Google Maps Integration (Sprint 7) 100%
Sprint Planning 1005
Map Component Integration 100%
Location APl Frontend Integration 100%
APl Data Binding 100%
Sprint Review 100%
Backend-Frontend Integration (Spr... 100%
Sprint Planning 100%
Profile API Binding 100%
Reviews System APl Integration 100%
User Comments Feature Integration 100%
Figure 248: Gantt chart (2)
Sprint Review 100%: o
Admin Panel Development (Sprint... 100% —
Sprint Planning 100%
Admin Dashboard Ul 100%
Admin Routes Implementation 100% y
Admin-User Management Integration 100% 1‘
Document Verification Interface 100%
Final Admin Panel Testing 100%
Sprint Review 200%
Firebase Notifications (Sprint 10) 100%
Sprint Planning 100% 1
Natification API Development 100% 1
Natification System Integration 100% 1
Nolification System Oplimization 1005 ]
Sprinl Review 100%,

Figure 249:: Gantt chart (3)
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Emergency Contacts & Ul Polish (S... 100% S —
Sprint Planning 100%
Emergency Contact Ul Development 100%
Emergency Contact API Integration 100%
Ul Consistency & Performance Tuning 100%
Sprint Review 100%
Testing & Deployment (Sprint 12) 100% r 1
Sprint Planning 100%
Unit Testing 100%
APl Endpaint Testing 100%
System testing 100%
Documentation Finallzation 100% -L
Production Deployment 100%

Figure 250: Gantt chart (4)
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7.9.2. Work Breakdown Structure (WBS)
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7.9.3. Use Case
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Figure 252: Use case diagram
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7.9.4. Data-flow diagram

TourNepal

Since the data flow and logic are not complex of this aplication level one and above are not

necessary for data flow diagram (DFD).

Visa/Deletion Confirmations

Registration Information——"
User/Tourist (
Reviews .

-
L

N

o

Destinations list

TourNepal |

- Deletion Request > 4
;Authenticaﬁon Tokenz{
Request Destionations

“— =  GoogleMap Api

- \Jser Validations N

~.«—Deletion Decision—{

—Validation Request—s- fnin

Send Destinations

Figure 253: Dataflow diagram
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7.9.5. System flowchart
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7.9.6. Sequence diagram

(Sequence diagrams if not available can be found in 3.5.6)

) Login

The login process is kept simple. After the successful registration, the user access token
and refresh token are assigned to the user. Access token expiration is kept short, which
will be used to perform actions that require verification in the backend. The refresh token
is used to generate a new access token when the old one is expired. Both the tokens are
kept in the user’s device storage secured.

Login
A Mobile App React Keychain | | Backend API Database
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alt /) [invalld Request Format)
! | oBhdBequest

| _ Display error message

[Valid Requeast Farmat]
\ Find user oy emall

| alt / [User Not Found]

User net found

" Unautrarized
' Invalie credentials

Tliser Found]

Rewrn user dats
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<
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Figure 255: Login process sequence diagram
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Il) Registration
User can be registered in two different ways. One being user registration via application
and the other being admin user creation process.

User Registration
el
J Mobile App Backend API ’ l Database ‘ File Storage
User (React Native) (Node.js) (MongoDB) | | (Cloudinary)
| Opens registration form
| Enters personal information
! (email, name, DOB, nationality, etc.)
Creates password
' Submit details
ait / [Email already exists]
. Check if email exists
Query user by email >
User exists |_|
Email already in use error i
| Email already registered error
[Email is unique]
i Check if email exists 5
Query user by email
User does not exist | |
: Show document upload screen i
| Uploads visa and passoport stamp image >
| Upload visa stamp G
Return visa stamp URL i H
Upload passport copy (asyng) -
Return passport copy URL | H
Submit registration data 5
Hash password
Create new user record with
verificationStatus="pending"_ |
User created successfully
Registration successful
| Registration complete, verification pending
U“s_her ‘ Mobile App Backend API‘ ‘ Database \ ‘ File Storage
T (React Native) (Node.js) (MongoDB) | | (Cloudinary)

Figure 256: Registration process sequence diagram

During initial registration, all the fields are filled out with passed values, but some fields like
verificationStatus, deletionRequest, and notificationList are set by the system. This will
make sure to set the user into default state, and if any parameters of those are passed it
make any change.
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st hashedPwd = await bcrypt.hash(password, 10);

t User.create({
L,
": hashedPwd,
':firstname,
Lastname,
date0fBirth,

assportCopy,
atus":"pending" ,
"dateOfEntry":dateOfEntry,
"nationality":nationality,

":intendedDays,

"notificationList":[]

¥
console. log(result);

res.status(201).json({ 'success': "New user ${firstname} created!’ });
+ catch (err) {

res.status(500).json({ 'message’: err.message });

console.loglerr.message

Figure 257: User registration (code snippet)
However, this is not the case when an admin is creating a new user; other fields like
visaStamp and passportCopy are also custom set by the system. For verificationStatus,
it is set to rejected, as it is required to be uploaded by the user, which can be done through

the profile section after the user logs in.
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if (existingUser) return res.sendStatus(409);

const hashedPwd = await bcrypt.hash(password, 10);
const result = await User.create({

email: email,

password: hashedPwd,

firstname: firstname,

lastname: lastname,

dateOfBirth: dateOfBirth,

visaStamp: "none",

passportCopy: “none",

verificationStatus: "rejected",

dateOfEntry: dateOfEntry,

nationality: nationality,

intendedDays: intendedDays,

deletionRequest: false,

notificationToken:"",

notificationList:[],
};
console. log(result);
res.status(201).json({ success: ‘New user ${firstname} created!' });
catch (err
res.status(500).json({ message: err.message });
console. log(err.message);

Figure 258: User registration by admin (code snippet)
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[11) Authentication flow

Before performing any action that requires verification, several steps are performed in
order to verify the authentication process. Every time a verification is needed for any action,
the access token from the mobile application storage is retrieved and sent along with
request headers and payload. If the access token is valid, a response is sent; however, if
the access token is expired, a refresh token is accessed from the mobile storage and sent
for a new access token request. After getting a new access token from the server, it is

replaced with the old access token in the storage, and the request is re-requested.
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TourNepal

Authentication Flow

Mobile App AP| Server
(React Native) (Node.js)

{ standard API Request Flow |

| Perform any app action

Retrieve access token from keychain
: <

alt J [Access taken vadid {mot expired)]

Send roquest with access token

Validate access token

Frocess request

e Return response

E( Display results

[Accoss token axpired]

' App checks taken expiration locally “‘
i withaut showing error to user

|

Detect expired token ntemally
| -~
| Retrieve refresh token from keychain
-
' Request new Lokens with refresh loken

| Validate refresh token
Check if refresh token = valic

\cvaldationresuR .o

alt  / IRefreshtoken valld)

i Generale new access token

Relurn new Lokens

Update lokens in keychain
i -
| Send original request with new access token

H Process request

- Return response
- Display results

TRefrezh token invalid or expired]

( |_Clear tokens from keychain
: -
| . Display session expired message

Redirect to login screen

' Tap lagaut hutton

Send Ingout request with tokens
| -
_Delete tokens from keychain
1 <

;< Nawigate to kgin screen

AP| Server
(Node js}

e Moblle App
4 (React Native)

Figure 259: Authentication flow sequence diagram
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et encryptedToken = await getToken();
const response = await updateUserEmail(profileData.email);
if(response.status===200
Alert.alert('Email Updated', 'Your email has been updated successfully.'};
else if(response.status===403
nst newToken =await refreshToken(encryptedToken.encryptedToken);
if (newToken?.status === 200) {

storeTokens (newToken.data.accessToken, encryptedToken.encryptedToken);
encryptedToken = await getToken();

nst response = await updateUserEmail(profileData.email);
if(response.status===200) {

Alert.alert('Email Updated', 'Your email has been updated successfully.'

telse{
Alert.alert('Something went wrong');

Figure 260: Authentication flow code snippet

V) Explore popular destinations

When user navigates to search section auto-search for restaurants within 5 K.m. is
executed. User can change the destination types and, based on the set radius searched
results are refreshed. Location of the user is saved and changed in global context. With
help of the temporary saved location, nearby destinations are fetched.

If location is denied a request for location permission is also asked to the user.
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useEffect|

getPlaces =

setIslLoading( e);
5 = await nearbyPlaces(radius * 1000, currentSelection, currentLocation);

setIslLoading(false);
setAllPlaces(places);
setFilteredPlaces(places);

b

(locationPermission && currentSelection !== 'all') {
getPlaces();
} else if (!locationPermission) {
Alert.alert(
‘Location Permission Required',

'Please enable location permission to get ne:

text: 'Open Settings',
onPress: () Linking.sendIntent('android.settings.LOCATION_SOURCE_SETTINGS'
}l
{
text: "Cancel",
style: 'cancel'
}

, Lradius, currentSelection, currentLocation]);

Figure 261: Location fetching code snippet

V) Request profile deletion

When a user requests a profile deletion, the userDeletionRequest status changes from
false to true. The admin looks after the process for user account deletion. If the user
request is granted, the true parameter is sent and the account is deleted from the
database; however, if the request is rejected, the deletionRequest status changes back
to false.

VI) Admin document approval

User needs to submit their document in order to get their user status verified for leaving

reviews in any place. User is able to submit their documents via two different places,
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during registration, and from the profile screen. If user documents are rejected by the user
or if the user is created by an admin, they are required to upload their valid documents
from the profile screen.

VIl) Posting a review

Users are able to post a review on any place they travel. However, before posting a
review, several checks are performed. In the mobile application, if the user verification
status is verified, then only the user is able to leave a review. Similarly, an additional check
is performed in the backend as well. When adding a review, the user verification status is
checked from the database as well. This way, the user will not be able to post a review
as the comment box will be disabled. Since the data stored on the frontend side is
vulnerable, additional checks are performed in the backend.
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7.9.7. Activity diagram

(Activity diagram for main features can be found in 3.5.7).

) Login

Login

R

[ User opens TourNepal app \
p¥ J
| User taps on Login button |
L ),

v

Id N\
| System displays login screen |

&
é‘

| User enters email and password |
\ )
\

v

{7 N\
| User taps on Login button |
. /

v/ \
| App sends login request to server |
\ /

¢—YE\Credentials valid?>n°—¢

=

P ™\ ; ~ ™S
| Server generates access and refresh tokens | | Server returns authentication error |
\ J X

v v

By

\ I A\
( Server returns tokens to app | ‘ App displays "Invalid credentials" message |
S J B 4

v

/ N
|4 App stores tokens securely in keychain ‘[

/ 3 N\
| App navigates to Home screen |

< User tries again7>-yis

Figure 262: Login activity diagram

Rhythm Paudel

TourNepal

290



CS6PO5NI Project

Il

Registration

TourNepal

Registration

:

| User opens TowrNepal apo |

| User taps on Register butten |

¥

| System displeys registration form

y

<

User enters personal mfarmatian (name, emall, DOB, etc) |

¥

User taps "Next" buttan ]

H_ All required felos fllled.’.\"vnc—¢

| System displays document upload screen ] !‘ App highlights missing fictds |

Y

D

I

| User uploads passport copy |

P

‘ User uploads visa copy

—

| User taps “Complete Regstration” button |

v

| App sends registration data and documents to sarver |
7

yes ac

¢—-{:‘Rewsuation dat vahd’_;, R
| server creates new user account | ' Server raturns validation emor |
: T ¢ A
. v . v :
lj Server marks documents as *cending verification® | | Agp displays specific eror message :\

v

| Server returns success response |

v

L App displays "Registration successfu’ message ‘|

¥

| Apo navigates to Login screen

®

Y
< User ties document upload agany =

l > =

\ User stzempts to fill form again /-"°—=

%

@

Figure 263: Registration activity diagram
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ll1)  Authentication flow

Authentication Flow

Y
| User parfarms action requidng AP access

. v
| Aop chedks for sccess token n seyciain |

S—
T
Y ¢ . Y

¢—m’ :f.tcm token expired? A App redivects 16 login soresn i
| App relrieyes refrash loken fram ceyoiain | App includes access token n API request
l 2 A 2 >
e re o /
ﬁ'-‘ Refresh tcken ex sts? —J Seryer vaidates token |
| App teguests new tokets from server 1 | Mop redirects Lo logn screen ¥

-~

S ruse DIGORESES fequest |

——= Rrech token valld? 2 ®
, ¥ —— ! ¥
Server generates new stcess s S=rver rerns suthzntication sror | | App receives and dsplays resulls
Servar returns nea okens | App cheers tokens trom keychan |
' Apf adaTes takans in keyrhan | AR adinacts 1o agin S feen

: o

| fpo proceeds wih orginal API request |

y

Saner pracasses request |

¥

Apu receves and o spiays resalts

Figure 264: Authentication flow activity diagram
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7.9.8. Wireframes

Login and registration

TourNepal
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TourNepal
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[ Next
.
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| Upload Visa Stamp

Sign Up

Figure 265: Login and registration wireframe
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1)} Mobile application screens
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Figure 266: Mobile screen wireframes
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1)  Admin panel

TourNepal Admin

@ Home Nama Phans Numbar Actions
Rivythm 100 fit De
A\ Users
Rhythm 100 lat
Emergenc
\. gency Rhythm 100 fit  Dulet
{7 Reviews Rhvythim 100
B ~dmins Rhythm 100 i
Rlvythom 100

[l rotitications

. Logout

Figure 267: Emergency contacts wireframe (admin)

TourNepal Admin

@ Home

A Users

R, Emergency
v"7 Reviews

B Admins @ Alert  Information
Send to allusers @ Send to a specific users
. Notifications

. Logout

Figure 268: Notifications screen wireframe (admin)
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TourNepal Admin |

Search users...

2 Home
Users Full Name
WOWI Nica Pulun Rythm Paudal rhythim@gmsil.com Edit
L, Emergency
WO Nica Patan Rhythm Pauded riythmgdgmail.com Edit
LaRallexs WOV Nice Patsn Rnythm Faudel ythmggmall.com Edit
. Admins WO Mice Patan Raythm Faudel rhythmddgmall.com Edit
WOW! Nice Patan Rnythm Faude! rhythmghgmall.eem Falit
- Notifications
WO Nice Patan Rhythm Paudel Mythmdhgmall.com Felit

B Logout

*trsthm
trgthm S5

Figure 269: Review management screen wireframe (admin)
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Figure 270: User management screen wireframe (admin)
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7.9.9. User Intefrace (Ul)

) Mobile screens

TourNepal
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Figure 271: Registration, login and home screen
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@y TourNepal

Profile
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Figure 272: Profile screen
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Figure 273: Users page (admin panel Ul)
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Figure 274: User detail (admin panel Ul)
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Figure 275: Emergency contacts (admin panel Ul)
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Full Nama Erinail
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Figure 276: Review management (admin panel Ul)
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Figure 277: Notification screen (admin panel Ul)

Rhythm Paudel 300



CS6PO05NI Project TourNepal

7.10. Appendix I: Code logic
7.10.1. Server setup logic

The following code snippet shows the basic logic on routes that have been set up for the
backend server. All the routes after verifyRefreshToken require a verification check for any
operations. All the routes before that can be accessed by anyone. Similarly, for posting a
comment, another layer of security operation is performed before any actions are

performed within the ‘/postComments’ route.

/', require('./rout
ster', require('
', requirel’

acts'));

( cation' ,requ1rel pi/ ebaseNotification'))
fadmin', require( /routes/admin'));

y.use( ' /verifyIWT', require('./rout

.use(verlfyRefreshToken)
(' /userDet require(’
(*/r anDu[J', require("’
.use(verlfyUserVerlflcatlon)
wusel( ', Comments', requirel

Figure 278: Server setup (code snippet)
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7.10.2. Persistent login logic

onst AuthenticationProvider = {{children}}
useEffect( -

checkToken
setIsLoading!

await getToken();
tokens.encryptedToken &5 tokens.accessToken
yonse = awalt checkUserToken{tokens.encryptedToken);
?.status === 288} {
= decodedToken({t accessToken);
wait getUserDetail();

s =200) {
setCurrUser(details.datal;

setIsAuthenticated
Yelse{
setIsAuthenticated

it saveUserlocation{);

e {
setl

sAuthenticated|

else
setIsLoading{false);
setIsAuthenticated(fa

Figure 279: Persistent user login
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7.10.3. Token storage

storeTokens = Y (accessToken, encryptedToken)

authTokens = {accessToken, encryptedToken};
await Keychain.setGenericPassword('auth', JSON.stringify(authTokens), {
service: 'TourNepalTokens'
});

catch (e)

getToken

authTokens = ¢
service: 'Tourl
};
if (authToke

return "1st";
catch (e)

clearToken = y ()

t Keychain.resetGenericPassword({service: 'TourNepalTokens'});

Figure 280: Token Storage code snippet
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7.10.4. Review addition logic

View style={sty .commentSection
TextInput

style={[styles.commentInput, !verified && sty isabledInput]

placeholder={verified ? "Add a comment" : " ument needs to be 2 ‘ > posting a review"
value={commer
onChangeText={setComment
editable={verified
placeholderTextColor={!verified ? ‘#88

DescriptionScreen = ()
handleComment
encryptedToken

Alert.alert

review before posting’,

addComment ( cammer . 1d,place.name) ;
201) {

data,. review. e,
e.data.review.text, "email": data.review.email,
1se.data.review. firstname, ' S LK nse.data. review. lastname

setReviews{prevState == [...prevState,
F DO status — 403)4{

it refreshTokenl{encryptedToken.encryptedToken!;
.status === 268)
stareTokens|newToken.data.accessToken, encryptedToken.encryptedToken);
encryptedToke 1 t getTokenl);
addComment{ comment, p .1d,place.name) ;
201
) [

data.review.commentID, " : response.data. review.date,
data.review.text, ' L": response.data.review.email,
e.data.review. firstname, "lastna 2ore 15e.data. review. lastname

1
i
S

etReviews(prevState == [...prevState,

Alert.alert({'s hing went wrong');

Figure 282: Adding a comment (frontend)
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verifyUserVerification = y (req, res, next)

try
email = req;

userDB = await User.findOne({ email }).exec();
if (luserDB) return res.sendStatus(404);

if (userDB.verificationStatus !==
eturn res
.Status (403
.json({ message:

req.User

next();

catch (e)

res.status(404).json({ message: e.message });

orts = { verifyUserVerification };

Figure 283: User verification before posting a review code snippet
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const postCommentsController =
postComments: async (req, res) = {
if (!location || !commentBody || !name
return res
.status (400
-json({
message: "Location, and Comment Body are required.”,

¥

existingReview = await Reviews.findOne({
"location. longitude": location.longitude,
"location. latitude": location.latitude,
i

try

if (existingReview) {

existingReview. reviews.push(
Vs

rr

await existingReview.save();

commentID = existingReview.reviews.slice(-1)[0]._id;

text = existingReview. reviews.slice(-1) [0].text;

date = existingReview.reviews.slice(-1) [0].date;

review = {

I

¥ else {
't result = await Reviews.create(

location: {

Hy

Figure 284: Adding review code snippet

Rhythm Paudel 306



CS6PO05NI Project TourNepal

7.10.5. Notification sending logic

Notifications = () == {
:L handleSendNotification = as

body:
tokens:

ndMotifications{no icationData, .accessToken);
200) 4
successfully!
403) {
ait getAccessToken(};

200) H

setUser
const 1 t sendNotificationsinotificationData, newToken.data.accessToken);
289

setUserin

else {

alert{"Some er

C error
alert{"“Error sending notific

setFormState({ title: '*, body: '' al Spec ser: ! messageType: 'Infot

Figure 285: Notification handling admin panel code snippet

Rhythm Paudel 307



CS6PO05NI Project TourNepal

sendNotifications = asynclreq, res}

if{itokens || PArray.isArray(t s) || t
return res.status(488).json{{message: " Invalic

successCount
failureCount
failu

ification0bj
title,
body,
messagetype: messaget
console. log("Sent suc
successCount++;
ait User.findOneAndUpdate!
email},
$push: { notificationList: notificationObject )}

new:

Figure 286: Notification handling code snippet
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7.10.6. Nearby place code logic

gethearbyDestinatio
tilat
parsefloat| lonc

&radius=sir

1t 1isNan(rad)

destinations = ttpsify . ! pifplace/te sarch/jsen?s y di ir+NepylSreqian=npdke

15.getidestinations
anse.data.

L latitude eonetlry. ation.lat;
lengitude = place.gean=try. location. 1

nhato_aas
alace.photos &6 ace,photos, length 7 await getPhotaoip.ace) =

placeslict.push
.nane,
latitude: latitude, longitude: longituce },
.rating,

)_88a,

Figure 287: Nearby place fetching backend code snippet
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useEffect!

winasurf: Kefactor

getPlaces

setIsLoading(true);

places = await nearbyPlaces(radius % 1000, currentSelection, currentLocation);

setIslLoading(false);
setAllPlaces(places);
setFilteredPlaces({places);

5

if (locationPermission && currentSelection !==
getPlaces(};
} else if {!locationPermission) {
Alert,alert!
‘Location Permission Required',

‘Please enable location permission to get nearby places’,

text: 'Open Settings’,

onPress: () => Linking.sendIntent('android.settings.LOCATION SOURCE_SETTINGS')
}'
{

text: "Cancel",

style:

, lradius, currentSelection, currentlLocation]);

Figure 288: Nearby place search mobile app code snippet

handleSearch = =2 4

if (currentSelection === 'all' && searchInput.trim() && locationPermission
setIsLoading(true);
try {

places = await nearbyPlaces(searchInput, currentSelection, currentLocation);

setAllPlaces(places);
setFilteredPlaces(places);
catch (error) {
console.error(error);
finally {

setIsLoadingl

Figure 289: Selective search code snippet
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7.10.7. Description generation

useEffect(

A

Ul

onst descriptionOfPlace = async ()

setIsLoading(true)

const response = await getDescription(place.name);

if (response?.status === 200) {
setDescription(response.data.description);

}else{

setDescription("Description for this place is not available");

1\
J

setIsLoading(false)

descriptionOfPlacel();

’

)

Figure 290: Description generation mobile app code snippet
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const getDescription = async (placeName) => {
st apiKey = process.env.GOOGLE_GEMINI_API_KEY;
onst genAl = new GoogleGenerativeAI(apiKey);

onst model = genAl.getGenerativeModel(
model: "gemini-2.0-pro-exp-02-05",
H

onst generationConfig = {
temperature: 0.7,

topP: 0.95,

topK: 64,

maxQutputTokens: 8192,
responseMimeType: "text/plain”

r | Explain | C

run()

return await run();

};

module.exports = {returnDescription}

Figure 291: Description generation Gemini code snippet
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7.11. Appendix |I: Software Requirement Specification (SRS)
7.11.1. Introduction

The TourNepal application is designed for tourists in Nepal to boost their experience while
their stay. The application will provide a list of places like restaurants, and destinations
nearby the users making them easier and tourist friendly interface to interact unlike other
place suggestion applications. The application also provide user with list of emergency

contacts in case of emergency.

The system will also include an admin panel which is web based, that lets admin to handle
the activity of the users like validating user’s visa or deleting the user if needed. Overall, the
system aims to deliver a proper working software that will help the tourist navigation more

convenient, and more tourist oriented.
7.11.2. Intended Audiences and Reading Suggestions

The SRS document is intended for a group of people working together to build this project.

The team contains:
) Development Team: For understanding the functional and non-functional
requirements of the application
) Project Managers: For quality control purpose and making sure the development
process is aligned with the goals.
[l)  QA: For testing various cases with proper understanding of the functions.
IV)  Stakeholders: Likewise, project managers, for monitoring the requirements

alignment with goals.

The SRS could be read in a following way so that the readers could understand
the documentation in a detailed way.

) Readers can start with summary for a brief understanding of the system.

) Referring to the functional requirement for understanding the flow of the system.
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[lI)  After the functional requirement is cleared out, reader should understand about
non-functional requirement like understanding performance and security of the

application.

7.11.3. Project Scope

In this section of this documentation, the features and deliverables taking the scope into
considerations will be explained thoroughly. The TourNepal will focus on making the tourist
visit enhanced. This will be a mobile-based application for the user and web-based
application for admin. This application is planned to increase the satisfaction level among
tourists by making the application a review-based destinations places integrating with map.

The project will include:

) A mobile application with main functionalities like, navigating places, feedback and
emergency contact accessibility.

) Google maps integration for fetching places nearby.

[l)  An admin panel for managing users and their validations.

Certain things will be excluded such as:
) Offline map functionalities will not be included.
) Restaurants reservation system will also be excluded.

) A description about restaurants showing in the nearby restaurants.

Limitations:

TourNepal will be entirely dependent on internet, meaning if the internet is not available none
of the application would work as expected.
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7.11.4. System features

SF1: Authentication
Description: This authentication feature make sure only registered user can access
the application in a secured way. Authentication feature also makes sure only verified

user can perform certain access like leaving feedback on destinations list.

SF2: Exploration of destinations
Description: This feature will let the user let go through a list of destinations nearby

also with description for popular destinations.

SF3: Nearby Places
Description: This feature will use google map Api to fetch places which then forwards
it to the previous feature of exploration of destinations. User can view and navigate to

these places directly from the application.

SF4: User Feedback
Description: This feature will let the user/tourist leave feedback for the destinations.

Here only verified user can leave a review but everyone can view.

SF5: Emergency Contact Feature
Description: This feature will let user access a list of emergency contact numbers

ensuring the safety of the user.

SF6: Notifications
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e Description: This feature will inform the user about ongoing events or alert user for

unexpected circumstances like natural disaster via firebase.

7.11.5. User class and characteristics

The following are the classes of types of users and roles and operations they are entitled

to do.
UC1: Admin
uc1.1 Can log into the system.
ucC1.2 Can perform user CRUD operations
uUuC1.3 Can validate user documents, like visa
stamp
ucC1.4 Can approve or reject, profile delete
request by the user.
UC1.5 Can manage emergency contact list.

UC2: Tourist (User)

Table 97: User class (admin)

uc21 Can register and login into the system.

ucz.2 Can view various destinations like
restaurants or famous tourist attractions.

uc2.3 Can view nearby places that uses Google
Map API

ucz.4 Can leave a review for a place (restaurants
or destinations).

uc2.5 Can access phone numbers of emergency
bodies

UcC2.6 Can receive notification for events,
updates or emergencies.

7.11.6. Operating Environment

Rhythm Paudel
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OE1: The application is developed primarily for mobile and some functionality on web
application.

OE2: This application will work on android devices

OE3: The application will handle the screen sizes across devices and be responsive
in webapp as well.

OE4: The entire backend operation will be handled with Node.js framework and
MongoDB as a cloud database provider.

OES5: The application will be integrated with external APls such as google map for

destinations fetching and firebase for notifications.

7.11.7. Design and Implementation Constraint

CO1: Data Dependency: The system is dependent on location’s information, user
information and emergency contact address from the database.

CO2: Scalability: The application should be able to handle large number of user’s
data and increasing number of destinations.

CO3: Authentication: User must be assigned with access token and refresh token
for security. Only the verified user should be allowed to leave a feedback/review on a
place.

CO4: Resource Constraints: System may face some problem due to limited
computational power. The application is fully dependent on internet so, internet access

is needed for the functionalities.

7.11.8. Assumption and dependencies
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Assumptions

e AS1: User will have a consistent internet when using the application.

e ASZ2: Tourist will provide a visa, and a passport copy for verification purpose.

e AS3. Admin will be active regarding visa validation process, and user’s data
manipulation process.

e AS4: External APlIs that includes google map Api, or firebase will be operational

Dependencies

e DP1: Application is dependent on google maps Api for location fetch.

e DP2: Application is dependent on firebase by google for pushing notification.

e DP3: MongoDB will fetch the almost entire data to the backend that mainly user’s

information details.
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7.11.9. Functional Requirements
Rrg.ID Requirement Desc Priority | Complexity
FRO1 The system shall allow a user to register | High Medium
with credentials like personal details, visa
stamp and passport copy.
System Requirements
The system will perform the
validation process for verifying
user’s email.
The system shall encrypt the
sensitive fields like password.
The system shall generate a
secure access and refresh token.
The system shall inform the user
about successful or error during
registration.
The system shall look for the
duplicate entries during the
registration.
FRO2 The system shall limit the functionality on | High Medium
the app, letting non-verified user not have
full access to the functions.
System Requirements
The system shall store the user’s
detail securely in database.
The system shall verify the
documents provided in order to
give feedback in destinations.
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The system shall alert or inform
the user if their visa verification

was denied.

The system shall let the user to
submit their documents again.

FRO3 The system will be able to list the | High Medium
destinations that may be either tourist

attractions or restaurants.

System Requirements

The system will fetch places
reviews if any from the database.

The system shall let the user to
view reviews, and description of

place (if available).

The system shall let the user
know the price of places for tourist

attraction if applicable.

The system shall let the user
search through places near them
within the selected radius.

FRO4 This feature will fetch destinations | High High
dynamically using Google Maps API.

System Requirements

The system shall access the

user’s current location.

The system shall send a list of

places nearby the user.

The system shall also display a
navigation button to navigate via

google maps.
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The system shall secure the
user's location during the

process.

FROS This feature shall let the user access the | High Low

emergency contact bodies in a list view.

System Requirements

The system shall store the list of
emergency contact numbers in

database.

The system shall let the user view
the emergency contacts within
the app.

The system shall display the
emergency contact in useful

ranking order.

The system shall update the
emergency contacts number by

admin in admin panel.

FRO6 The system shall notify the users via | Medium | Medium
notification section regarding updates of
their profile, emergency alerts, or general

information

System Requirements

The system shall push
notifications if there are any
emergency updates like flood or
landslides.

The system shall notify the user if
their visa has been validated or

not.
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The system shall inform user if
user's profile deletion has been
declined or approved.
Table 99: Functional requirements
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7.11.10. External Interfaces Requirements
User Interfaces

The system will provide a friendly user interface that will be responsive to the mobile
screens. There also will be an admin panel which will be used to manage users, and
emergency contacts. The mobile app will have support of login, register. It will consist of a
home screen that will help user to navigate to different places. It will also have a separate
section that will list down all the emergency contacts. In each destination, there will be a
feedback or review section. A profile section that will consists of user details will also be
available. Additionally, in admin panel the main section will be divided into two categories,
one being user and other being emergency contacts. Both sections in admin panel will
support editing feature.

Hardware Interfaces

e The users of this application will need to have a smartphone having a working android

OsS.

e Admin should have a desktop or laptop for the compatibility of this system.

Software Interfaces

e Google Maps api for location wise data fetching

e Firebase for pushing notifications to the user

e Node.js, Express.js for handling backend operations

e MongoDB for storing data and retrieving when in need.

Communication Interfaces

e The system will use HTTP/S for making a communication secured between frontend

and backend data sending process.
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e The system will also need a stable connection of internet for data retrieval from database

or third-party API.

7.11.11. Non-functional Requirements

Req.ID Requirement Priority Complexity
Description
PR.01 The application | Should Medium

should be able to

operate efficiently

under normal
workload
PR.02 The application | Should Medium

should not be
requiring  running
tasks that are not
currently in use.

PR.03 The application | Should Medium
should make sure

that each screen
state should be
loaded within 5

seconds
PR.04 The application | Should Medium
should be
responsive to
different screen
sizes
PR.05 The backend should | Must High

be able to handle up

Rhythm Paudel 324



CS6PO05NI Project

TourNepal

to 100 users at once
in the beginning.

Table 100: Non-functional Requirements

7.11.12. Safety Requirements

Req.ID

Requirement

Description

Priority

Complexity

SR.01

The login
credentials should
be properly hashed
while saving it in

database

Must

High

SR.02

The application
should not let
normal users
access admin

functionality

Must

High

SR.03

The connection
between the
application server
should be secured
and well encrypted if
the data contains

sensitive info.

Must

High

Rhythm Paudel
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7.12. Appendix

) Login screen

Rhythm Paudel

J: Screenshot of the system
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Figure 292: Login screen (mobile)
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Signup screen
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) Main screens
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Figure 294: Main screens (mobile)
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V)  Admin Panel
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Figure 295: Home screen (admin)
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Figure 296: Users Management page (admin)
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Figure 297: Edit user page (admin)
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Figure 298: Add user page (admin)
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Emergency Contacts
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Figure 299: Emergency contacts page (admin)
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Figure 300: Review management page (admin)
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Figure 301: Notification handling page (admin)
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7.13. Appendix  K: Client Approval Letter

Ambika Gyawali

Triple R Teurs and Travel
Mahalaxmi-1, Imadol, Lalitpur
December 21, 2024

Rhythm Paudel
TourNepal
Islington College
Kamalpokhari
Kathmandu

Subject: Permission Granted for the role of Client.

Dear Rhythm Paudel:

| have reviewed your request for the role of client, and | am pleased to inform you that | have agreed to be
your client for the project of the application. Taking reference fram our recent verbal meeting | am willing to
provide the requirements and the necessary information that | need in the (FYP Project) application.

if you have any questions, or if | can be of further service to you, please call me or arrange @ meeting for which
we can discuss the issues and present the progress of the applica development till date.

Sincerely,

Ot
0"’0“"‘)

Triple R

vy 4 Toavens Aains

Ambika Gyawali

Rhythm Paudel
TourNepal

Blive
g T

Signature

Table 102: Client approval letter
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7.14. Appendix L: Development links
7.13.1. Trello board Link

9
https://trello.com/invite/b/676d5a03a9715a276e956a59/ATT18643ad38ea26590d503d3a4
e72e80a74875B8FEE/tournepal-fyp

7.13.2. GitHub repository link

- https://github.com/rhythm-paudel/finalyearproject.qgit

Rhythm Paudel 334


https://trello.com/invite/b/676d5a03a9715a276e956a59/ATTI8643ad38ea26590d503d3a4e72e80a74875B8FEE/tournepal-fyp
https://trello.com/invite/b/676d5a03a9715a276e956a59/ATTI8643ad38ea26590d503d3a4e72e80a74875B8FEE/tournepal-fyp
https://github.com/rhythm-paudel/finalyearproject.git

